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Abstract
Motivatedby the proliferation of wireless-enabledde-
vices and the suspectnatureof device driver code,we
developa passive �ngerprinting techniquethatidenti�es
the wirelessdevice driver running on an IEEE 802.11
compliantdevice. This techniqueis valuableto an at-
tacker wishing to conductreconnaissanceagainsta po-
tential targetso thathemay launcha driver-speci�c ex-
ploit.

In particular, wedevelopaunique�ngerprinting tech-
niquethat accuratelyandef�ciently identi�es the wire-
lessdriver without modi�cation to or cooperationfrom
a wirelessdevice. We performanevaluationof this �n-
gerprintingtechniquethatshows it bothquickly andac-
curately�ngerprintswirelessdevicedriversin realworld
wirelessnetwork conditions.Finally, wediscusswaysto
prevent�ngerprinting thatwill aidin improving thesecu-
rity of wirelesscommunicationfor devicesthat employ
802.11networking.

1 Intr oduction
Device driversarea primarysourceof securityholesin
modernoperatingsystems[1]. Drivers experienceer-
ror ratesof threeto seven timeshigher thanotherker-
nel code,makingthemthepoorestquality codein most
kernels[2]. Therearea largenumberof differentdevice
driversavailable,eachbeinga potentiallylargebodyof
code that is frequentlymodi�ed to supportnew hard-
ware features. Thesefactorsand the fact that drivers
areoften developedby programmerswho lack intimate
knowledgeof the operatingsystemkernelcontribute to
thedisproportionatelyhigh numberof bugsfoundin de-
vicedrivers[3].

In general,device drivers execute in kernel space;
hence,exploiting a vulnerabledriver leadsto compro-
miseof theentireoperatingsystem.This threatis some-
what temperedby the fact that interactingwith a driver
typically requiresphysical accessto a system.As a re-
sult,mostsecurityholesin device driversaredif�cult to

exploit remotely. For instance,it is hardto remotelyin-
teractwith, muchlessexploit, avideoor keyboarddriver.
Classesof driversexist with which it is possibleto inter-
actwithout physicalaccessto a system.Driversfor net-
work devicessuchaswirelesscards,Ethernetcards,and
modemsare examples. In particular, wirelessnetwork
device drivers are easyto interactwith and potentially
exploit if theattacker is within transmissionrangeof the
wirelessdevice. Today, the single most commonand
widespreadwirelessdevicesarethoseconformingto the
IEEE 802.11standards[4]. The vastnumberof 802.11
devices,theeasewith which onemayinteractwith their
drivers,andthesuspectnatureof driver codein general
hasled usto evaluatetheability of anattacker to launch
a driver-speci�c exploit by �rst �ngerprinting thedevice
driver.

Fingerprintingis a processby which a device or the
software it is running is identi�ed by its externally ob-
servablecharacteristics.In this paper, we design,imple-
ment,andevaluatea techniquefor �ngerprinting IEEE
802.11a/b/gwirelessnetwork drivers. Our approachis
basedonstatisticalanalysisof therateatwhichcommon
802.11datalink layer framesaretransmittedby a wire-
lessdevice. Sincemostwirelessexploits aredependent
on thespeci�c driver beingused,wirelessdevice driver
�ngerprinting canaid an attacker in launchinga driver-
speci�c exploit againsta victim whosedevice is running
avulnerabledriver.

Our techniqueis completelypassive, meaningthat a
�ngerprinter (attacker) needsonly to be able to mon-
itor wirelesstraf�c from the �ngerprintee (target, vic-
tim). This makesit possiblefor anyonewithin transmis-
sionrangeof awirelessdevice to �ngerprint thedevice's
wirelessdriver. Passive �ngerprinting techniqueshave
theadvantageover active approachesin that they do not
transmitdata,makingpreventionof suchtechniquesdif-
�cult. If anattackercanpassivelydeterminewhichdriver
a device is using,he cansuccessfullygain information
abouthisvictim without fearof detection.



Our �ngerprinting techniquerelies on the fact that
moststationsactively scanfor accesspointsto connect
to by periodicallysendingoutproberequestframes.The
algorithm usedto scanfor accesspoints is not explic-
itly de�ned in the 802.11standard.Therefore,it is up
to the developersof device drivers to implementtheir
own methodfor probing. This lack of an explicit spec-
i�cation for a probing algorithm in the 802.11 stan-
dard has led to the developmentof many wirelessde-
vice drivers that perform this function entirely differ-
ently thanotherwirelessdevice drivers.Our �ngerprint-
ing techniquetakesadvantageof theseimplementation-
dependentdifferencesto accurately�ngerprint a driver.
Speci�cally, our methodis basedon statisticalanalysis
of the inter-frametiming of transmittedproberequests.
A timing-basedapproachhasa numberof advantages
over a content-basedapproach. Primary amongthese
is thefact thatcoarse-grainedtiming informationis pre-
serveddespitetheencryptionof framecontentasspeci-
�ed by securitystandardssuchasWired EquivalentPri-
vacy (WEP)or 802.11i[5].

Fingerprintingan802.11network interfacecard(NIC)
is not a new concept. Many tools exist, suchas Ethe-
real [6], that use the wirelessdevice's Media Access
Control (MAC) addressto identify the card manufac-
turerandmodelnumber. A MAC addressis anostensi-
bly uniquecharacterstringthatidenti�es aspeci�c phys-
ical network interface. The IEEE StandardsAssocia-
tion assignseachNIC manufacturera specialthree-byte
code,referredto asanOrganizationallyUniqueIdenti�er
(OUI), which identi�es aparticularmanufacturer. While
notpartof thestandard,mostmanufacturersusethenext
byteto specifythemodelof theNIC. Thereareafew no-
tableadvantagesto usingour methodinsteadof relying
on the informationcontainedin the capturedMAC ad-
dress.First, theMAC addressonly identi�es themodel
andmanufacturerof theNIC. Our technique�ngerprints
thedevice driver (which residesat theoperatingsystem
level), where the bulk of exploits rest. Second,some
NICs canoperateusingmultiple drivers, implying that
the MAC addresswould not be enoughinformation to
identify whatdriver theNIC wasusing.Finally, whereas
the MAC addressis easily alterablein most operating
systems,the featuresusedby our passive techniqueare
notacon�gurableoptionin any of thedriverstested.

Our testingdemonstratesanaccuracy for our method
in identifying the driver that rangesfrom 77-96%,de-
pendingon thenetwork setting. Our techniquerequires
only a few minutesworthof network datato achieve this
high level of accuracy. We also con�rm that the tech-
niquecanwithstandrealisticnetwork conditions.
Contrib utions The main contributions of this paper
is the design,implementation,andevaluationof a pas-
sive wirelessdevice driver �ngerprinting technique.Our

techniqueis capableof passively identifyingthewireless
driver usedby 802.11wirelessdeviceswithout special-
ized equipmentand in realisticnetwork conditions. In
addition,we demonstratethatour techniqueis accurate,
practical,fast,andrequireslittle datato execute.

The remainderof the paperis organizedas follows.
Backgroundmaterialis presentedin Section2. Section3
presentsthedesignfor ourwirelessdevice �ngerprinting
technique.Section4 describestheimplementationof our
�ngerprinting techniqueandSection5 presentsour ex-
perimentalresultsandevaluationof our techniqueunder
realisticnetwork conditions.Section6 presentsthelimi-
tationsof our techniqueandSection7 discussespossible
waysto preventdriver �ngerprinting. Finally, Section8
examinesrelatedwork andweconcludein Section9.

2 Background: IEEE 802.11Networks

Wirelesstechnologiesare encroachingupon the tradi-
tional realmof “�x ed” or “wired” networks. The most
widely adoptedwirelessnetworking technologythusfar
hasbeenthe802.11networkingprotocol,whichconsists
of six modulationtechniques,the most of commonof
which are the 802.11a,802.11b,and 802.11gstandard
amendments.Thepriceerosionandpopularityof 802.11
capablehardware(especially802.11b/g)hasmadewire-
lessnetworks both affordableand easyto deploy in a
numberof settings,suchas of�ces, homes,and wire-
lesshot spots. Becauseof this, 802.11is currently the
most popularand commonnon-telephony communica-
tion protocolavailablefor wirelesscommunication[7].

The802.11standardde�nesa setof protocolrequire-
mentsfor a wirelessMAC, or mediumaccesscontrol,
which speci�es the behavior of datalink layer commu-
nicationbetweenstationsin a wirelessnetwork. A sta-
tion is simply a device with wirelesscapabilities,such
as a laptop or PDA with a wirelessnetworking inter-
face. Throughoutthis paper, we often refer to stations
asclients. Most 802.11networks operatein infrastruc-
ture mode(asopposedto ad-hocmode)andusean ac-
cesspoint (AP) to manageall wirelesscommunications;
it is this typeof network thatis thesettingfor our �nger-
printing technique.An exampleof a simple infrastruc-
ture network with threeclientsandoneaccesspoint is
depictedin Figure1.

A key componentof the802.11standardis theMAC
speci�cation that outlinesthe function of variouscom-
municationframes.TheMAC coordinatesaccessto the
wirelessmediumbetweenstationsandcontrolstransmis-
sion of userdata into the air via control and manage-
ment frames. Higher-level protocol data,suchas data
producedby anapplication,is carriedin dataframes.

All 802.11MAC framesincludebotha typeandsub-
type �eld, which are usedto distinguishbetweenthe
threeframetypes(control, management,anddata)and
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Figure1: An infrastructuremodeIEEE802.11network.

varioussubtypes.We consideronly managementframes
in our passive �ngerprinting technique,andspeci�cally
focuson proberequestframes.Becauseof this,we only
describethemostpertinentMAC framescommunicated
when a client joins a wirelessnetwork, and refer the
readerto the IEEE 802.11standardspeci�cation[4] for
amoredetaileddescriptionof MAC framing.

Eachmobileclientmustidentify andassociatewith an
accesspoint beforeit canreceive network services.In a
processcalledactive scanning,clientsuseproberequest
framesto scanan areafor a wirelessaccesspoint, pro-
viding the dataratesthat the client can supportinside
�elds of theproberequest.If anaccesspoint is compati-
ble with theclient's datarates,it sendsa proberesponse
frameto acknowledgetherequest.Oncea client identi-
�es anetwork andauthenticatesto theaccesspointvia an
authenticationrequestand authenticationresponse,the
client canattemptto join the network by issuingan as-
sociationrequest.If theassociationis successful,theac-
cesspoint will respondto theclient with anassociation
responsethatincludesa uniqueassociationID for future
communications.At this point, all communicationbe-
tweena client andanothermachine,whetherit resides
within thewirelessnetwork or is locatedoutsideof it, is
routedthroughandcontrolledby theaccesspoint.

3 Fingerprinting Approach

Our�ngerprinting techniqueis solelyconcernedwith the
active scanfunction in wirelessclients. Whenactively
scanning,clientssendproberequestframesto elicit re-
sponsesfrom accesspoints within transmissionrange.
TheIEEE802.11standarddescribestheactivescanfunc-
tion of a client asfollows. For eachchannel,the client
broadcastsaproberequestandstartsa timer. If thetimer
reachesMinChannelTime and the channelis idle, the
clientscansthenext channel.Otherwise,theclientwaits
until the timer reachesMaxChannelTime, processesthe
received proberesponseframesandthenscansthe next
channel.Furtherdetailedspeci�cationof theactivescan-
ning function is not provided in the IEEE 802.11stan-

dard. As a result, implementingactive scanningwithin
wirelessdrivershasbecomea poorly guidedtask. This
hasled to thedevelopmentof many driversthatperform
probingusingslightly different techniques.By charac-
terizing theseimplementation-dependentprobing algo-
rithms, we are able to passively identify the wireless
driveremployedby adevice.

A numberof factorsaffect the probing behavior of
a client andmake accurate�ngerprinting without client
cooperationa challengingtask. From the perspective
of an external �ngerprinter, the probing behavior of a
client is dependentonunobservableinternalfactorssuch
astimers,andon uncontrollableexternalfactorssuchas
backgroundtraf�c. A robust �ngerprinting methodcan-
not rely on client cooperationor assumea static envi-
ronment,henceour techniqueusesmachinelearningto
develop a model of a driver's behavior. This model is
thenusedfor futureidenti�cation.

Having explainedthe intuition behindour technique,
we turn our attentionto two examplesof representative
probingbehavior. Figure2(a) andFigure2(b) areplots
of the time deltabetweenarriving proberequestframes
astransmittedby two differentwirelessdrivers.Both�g-
uresclearlydepicta distinctly uniquecyclic pattern.We
furtherdescribethepertinentfeaturesof Figure2(b)asa
way to characterizethedifferencesbetweentheprobing
patterns.Figure2(b) is composedof a repeatingpulse
with an approximateamplitudeof 50 seconds. These
large pulsesare occasionallyprecededand/orfollowed
by muchsmallerpulsesrangingfrom 1-5seconds.These
pulsesindicatesthat probingwasoccurringin burstsof
proberequestframessentout, on average,every 50 sec-
onds.

Uponcloserinspection,onenoticesthatthecyclic pat-
tern exhibited by the driver probingis characterizedby
small variations. Our observationsreveal therearetwo
main reasonsfor this. The �rst reasonis due to loss
causedby signalinterference.A �ngerprinter couldsig-
ni�cantly reducethis typeof lossby usinga highergain
antennafoundon commercialgradewirelesscards.The
secondsourceof variationcomesfrom wirelessdrivers
continuouslycycling throughall eleven channelsin the
2.4GHz ISM bandin searchof otheraccesspoints.The
channelcycling canbe consideredan additionalsource
of losssinceproberequestframestransmittedonunmon-
itored channelscannotbe observed. Multiple wireless
cardscould be usedto monitor all eleven channelssi-
multaneously;however, we make the morerealisticas-
sumptionthat a �ngerprinter hasa singlewirelesscard
that canonly monitora small portion (e.g. onechannel
at any point in time) of the eleven channels.This loss
indicatesthat someproberequestsaremissed,andsta-
tistical approachesareneededto compensatefor thelost
frames. Given the datadescribedabove, we character-
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(a)D-Link driver for theD-Link DWL-G520(802.11b/g)
PCIwirelessNIC

 0

 10

 20

 30

 40

 50

 60

 0  20  40  60  80  100

T
im

e 
de

lta
 fr

om
 p

re
vi

ou
s 

fr
am

e 
(s

ec
on

ds
)

Observed Frame Number

(b) Cisco driver for the Aironet AIR-CB21AG-A-K9
(802.11a/b/g)PCIwirelessNIC

Figure2: Plot of time deltafrom thepreviousarrival of
proberequestframestransmittedby two drivers.

ize theexplicit probingbehavior of a client by thesend-
ing rateof proberequestframes.In thenext section,we
show how to leveragethis characterizationto accurately
identify wirelessdrivers.

4 DeviceDri ver Fingerprinting

The �ngerprinting techniqueproceedsin two stages:
tracecaptureand �ngerprint generation. During trace
capture, a �ngerprinter within wireless transmission
rangeof a �ngerprinteecaptures802.11traf�c, hereafter
referredtoasthetrace.During�ngerprint generation,the
capturedtraceis analyzedusinga supervisedBayesian
approachto generatea robustdevicedriver �ngerprint.

4.1 TraceCapture
To begin thetracecapturephase,we �rst considerhow a
�ngerprintermightobtainatraceof proberequestframes
from a wirelessdevice usingwidely availablehardware
andsoftware.Weassumeaone-to-onemappingof MAC
addressesto wirelessdevices, and believe this to be a
reasonableassumption.BecauseeachwirelessNIC is
assigneda uniqueMAC addressby its manufacturer, the
only causefor duplicateMACs on a network would be
theresultof auserreassigninghisMACaddressindepen-
dently. However, astherearetheoretically248 acceptable
MAC addresses,theprobabilityof auserchoosinganex-
isting MAC on thenetwork is negligible7. In Section7,
we addresstheeffectsthatviolating this assumptionhas
onour �ngerprinting technique.

The �ngerprinter can use any device that is capa-
ble of eavesdroppingon thewirelessframestransmitted
by the �ngerprintee. Therefore,the �ngerprinter must
bewithin receiving rangeof the �ngerprintee's wireless
transmissions.Weassumethe�ngerprinter isusingasin-
gle, high-gain, COTS (commercialoff-the-shelf)wire-
lesscard. Next, the �ngerprinter must con�gure their
wirelesscardto operatein monitormode;this modeal-
lows the wirelesscardto captureframespromiscuously
(e.g. whether they are speci�cally addressedto that
wirelesscard or not). The �ngerprinter must prevent
their cardfrom associatingwith anaccesspoint or send-
ing its own proberequestframesso collection is com-
pletely passive. This allows the �ngerprinter to capture
all framessenton the currentchannel,including probe
requestframes,without interfering with the network's
normaloperation.Weassumethatthe�ngerprinter'sma-
chineis runninganOSanddriver combinationthatsup-
portsawirelesscardin monitormode.Thiscanbeeasily
donein Linux, FreeBSD,andMacOSX. Finally, the�n-
gerprintercanusea network protocolanalyzer, suchas
Ethereal[6], to recordtheeavesdroppedframesand�lter
out all irrelevant data. After following the above steps,
the �ngerprinter shouldhave suf�cient datato construct
graphssimilar to Figures2(a)and2(b).

4.2 Fingerprint Generation
After a tracehasbeencaptured,the datamust be ana-
lyzed to characterizetheproberequestbehavior. Previ-
ouswork hasshown that a simplesupervisedBayesian
approachis extremely accuratefor many classi�cation
problems[8]. Wechoseto employ abinningapproachto
characterizethe time deltasbetweenproberequestsbe-
causeof theinherentlynoisydatadueto frameloss.

Binning works by translatingan interval of continu-
ousdatapoints into discretebins. A bin is an internal
valueusedin placeof thetruevalueof anattribute. The
binning methodsmoothsprobabilitiesfor the continu-
ous attribute valuesby placing them into groups. Al-



Bin Percentage Mean
0 0.676 0.16
1.2 0.228 1.72
50 0.096 49.80

Table1: Samplesignaturefor theCiscoAironet 802.11
a/b/gPCIdriver

thoughbinningcausessomelossof informationfor con-
tinuousdata,it allows for smoothprobabilityestimates.
Somenoiseis averagedout becauseeachbin probabil-
ity is an estimatefor that interval, not individual con-
tinuousvalues. We choseto use equal-widthbinning
whereeachbin representsan interval of the samesize.
While moresophisticatedschemesmaybeavailable,this
simpleapproachgenerateddistinct �ngerprints of probe
inter-arrival timesandprovided a successfulmeansfor
driver identi�cation.

After performinga numberof dataanalysistests,we
isolatedtwo attributesfrom the probing rate that were
essentialto �ngerprinting the wirelessdriver. The �rst
attributewasthebin frequency of deltaarrival time val-
uesbetweenproberequestframes.Thesecondattribute
wastheaverage,for eachbin,of all actual(non-rounded)
delta arrival time values of the probe requestframes
placedin that bin. The �rst attribute characterizesthe
size of eachbin and the secondattribute characterizes
theactualmeanof eachbin. Our next stepwasto create
a signature(Bayesianmodel) for eachindividual wire-
lessdriver thatembodiestheseattributes.Building mod-
elsfrom taggeddatasetsis a commontechniqueusedin
supervisedBayesianclassi�ers[9].

We now describethe processusedto transformraw
tracedatainto a device signature.To calculatethe bin
probabilities,we roundedthe actual delta arrival time
valueto the closestdiscretebin value. For example,if
thebinswereof a�x edwidth of size1 second,any probe
requestframeswith a deltaarrival valuein (0, 0.50]sec-
ondswould beplacedin the0 secondbin, any probere-
questframeswith adeltaarrival valuein (0.51,1.50]sec-
ondswould beplacedin the1 secondbin, andso forth.
Basedon empiricaloptimizationexperimentspresented
in our resultssection,we usean optimal bin width size
of 0.8seconds.Thepercentageof thetotalproberequest
framesplacedin eachbin is recordedalongwith theaver-
age,for eachbin,of all actual(non-rounded)deltaarrival
timevaluesof theproberequestframesplacedin thatbin.
Thesevaluescomprisethesignaturefor awirelessdriver
which we addto a mastersignaturedatabasecontaining
all the taggedsignaturesthat arecreated. An example
of a signaturecreatedfrom the proberequestframesin
Figure2(b) is shown in Table1. New signaturescanbe
inserted,modi�ed, or deletedfrom thedatabasewithout

affectingothersignatures.This allows collaborative sig-
naturesharing,similar to how Snort [10] intrusionde-
tectionsignaturesarecurrentlyshared.

Once the master signature databaseis created, a
methodis requiredto computehow “close” anuntagged
signaturefrom aproberequesttraceis to eachof thesig-
naturesin themastersignaturedatabase.

4.3 Calculating Closeness
Let us now assumethat a �ngerprinter hasobtaineda
trace and createda signatureT of the probe request
framessentfrom the �ngerprintee. Let pn be the per-
centageof proberequestframesin thenth bin of T and
let mn bethemeanof all proberequestframesin thenth
bin. Let S be thesetof all signaturesin themastersig-
naturedatabaseandlet s beasinglesignaturewithin the
setS. Let vn bethepercentageof proberequestframes
in thenth bin of s andlet wn bethemeanof all probere-
questframesin thenth bin of s. Thefollowing equation
wasusedto calculatethedistancebetweentheobserved,
untagged�ngerprinteesignature,T, andall known mas-
ter signatures,assigningto C the distancevalueof the
closestsignaturein themasterdatabaseto T:

C = min(8s 2 S
nX

0

(jpn � vn j + vn jmn � wn j)) (1)

Our techniqueiteratesthrough all bins in T, sum-
ming thedifferenceof thepercentagesandmeandiffer-
encesscaledby thepercentage.Themeandifferencesare
scaledby thes bin percentageto preventthis valuefrom
dominatingthe bin percentagedifferences.We show in
our resultsthat the featuresincludedin a signatureand
our �nal methodof calculatingsignaturedifferenceare
effective in successfully�ngerprinting wirelessdevice
drivers.

5 Evaluation
We testedour �ngerprinting techniquewith a total of 17
differentwirelessinterfacedrivers in their default con-
�gurations. We characterizedwirelessdevice driversfor
the Linux 2.6 kernel,Windows XP ServicePack 1 and
ServicePack 2, and Mac OS X 10.3.5. The machine
we usedto �ngerprint otherhosts'wirelessdriverswas
a2.4GHzPentium4 desktopwith aCiscoAironeta/b/g
PCI wirelesscard,runningtheLinux 2.6 kernelandthe
MadWi� wirelessNIC driver [11]. VariousPentiumIII
classdesktopmachinesandoneApple PowerBooklap-
topwereusedas�ngerprinteemachines.

We address� ve primary characteristicsthat we ex-
pectany �ngerprinting techniqueto beevaluatedagainst.
First, we investigate the resolution of our method.
Speci�cally, we evaluateour identi�cation granularity
betweendriversfor differentNICs,differentdriversthat



support identical NICs, and different versionsof the
samedriver. Second,we evaluatetheconsistency of our
technique.We measurehow successfulour �ngerprint-
ing techniqueis in a varietyof scenariosandover multi-
ple network sessions,afteroperatingsystemreboot,and
when using the samedriver to control different NICs.
Third, we testtherobustnessof our technique.We con-
duct our experimentationin realistic network settings
thatexperiencelossratessimilar to otherwirelessinfras-
tructurenetworks. Fourth, we analyzethe ef�ciency of
ourtechniquewith respectto bothdataandtime. Finally,
we evaluatethe resistanceof our techniqueto varying
con�gurationsettingsof a driver andevaluatethepoten-
tial waysonemightevadeour �ngerprinting technique.

To addresstheseissues,we conducteda numberof
experimentsusing different wirelessdrivers and cards
acrossa numberof differentoperatingsystemenviron-
ments. In all cases,our techniquesuccessfully�nger-
printedthe wirelessdriver in at leastonecon�guration.
While theamountof time neededto collectthedatavar-
ied acrossdriversandcon�gurations,we requiredonly
a smallamountof capturedwirelesstraf�c to �ngerprint
driversaccurately.

Fromour initial observations,we identi�ed two prop-
ertiesof a device anddriver thatalteredtheir signatures.
The�rst propertyconcernedwhetherthewirelessdevice
wasunassociatedor associatedto an accesspoint. Our
initial experimentsrevealedthat,by default, all wireless
drivers transmit probe requestframeswhen disassoci-
atedfrom anaccesspoint. Additionally, many continue
to sendproberequestseven after associationto an ac-
cesspoint, thoughoften not as frequently. The second
property(only applicableto Windows drivers)concerns
how the driver is managed.For many drivers,the Win-
dows operatingsystemcanmanagethecon�guration of
the network settingsfor the wirelessdevice insteadof
having a standalone(vendorprovided)programperform
thosefunctions.Thestandaloneprogramis providedby
the manufacturerof the wirelessdevice andoften sup-
portsmorecon�guration optionsfor the speci�c driver,
thoughalsorequiresmoreuserinteractionto managethe
device. We noticedslight differencesin thebehavior of
probingdependingonwhichoptionauserchoseto man-
agetheir device. Due to thesedifferences,we treated
eachof thesepropertyscenariosuniquely and created
signaturesto identify a driver underany of the appro-
priatecases.

5.1 Building the Master Signatures

We collectedtracedataandconstructedindividual sig-
natureswith the samestructureas the examplesigna-
ture in Table 1. This was repeatedfor all 17 wireless
drivers in every con�guration known to affect the sig-
natureand supportedby the wirelessdriver. Drivers
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Figure3: Our testscenarios.R is the�ngerprinter.

from Apple,Cisco,D-Link, Intel, Linksys,MadWi� (for
Atheroschipset-basedcardsrunningunderLinux), Net-
gear, Proxim, and SMC were included in our testing.
A majority of the driversincludedin our testswerefor
Windows; thereforemostof thedriversinitially hadfour
individual signatures.We will refer to the four differ-
entcon�gurationsasfollows: (1) unassociatedandcon-



trolled by Windows, (2) unassociatedandcontrolledby
a standaloneprogram,(3) associatedandcontrolledby
Windows, (4) associatedandcontrolledby a standalone
program.Threedriversdid not supportnetworking con-
trol by Windows(options1 and3),andfour of thedrivers
testeddid not transmitproberequestframeswhenasso-
ciated.Thismeantthatinitially, 57signatureswerecom-
piled in themastersignaturedatabase.Wecollectedfour
signaturesat a time andeachsignaturetracecontaineda
minimumof 12 hoursworth of datapoints.A 30 minute
portionof eachtracewassetasideandnotusedin signa-
turetraining. This datawasusedastestset1, which we
furtherdescribein thenext section.As canbeseenfrom
Figure3(a),theobservingmachine'santennawasplaced
approximately15 feet from the �ngerprinteemachines,
andno physical obstructionswerepresentbetweenthe
machines.Also, no 802.11wirelesstraf�c wasdetected
besidesthetraf�c generatedby the�ngerprintees.

After analyzingthesesignatures,wenotedthatchang-
ing con�gurationsfor somedrivershadlittle impacton
the probe requestframe transmissionrate and conse-
quently, thegeneratedsignatureswereindistinguishable
from one another. We consideredthesesignaturesto
be duplicatesand removed all but one from the mas-
ter signaturedatabase.This processcouldbeautomated
by eliminatingsignaturesthatareinsuf�ciently different
from otherswith respectto somesimilarity threshold.
Therewas only a singlecasewheretwo of the drivers
from thesamemanufacturer(Linksys)hadindistinguish-
ablesignatures.For thiscase,weagain left only asingle
signaturein themastersignaturedatabase.After pruning
the databaseof all duplicatesignatures,thereremained
31 uniquesignatures.Eachsignaturewas taggedwith
the correspondingdriver('s) nameandcon�guration(s).
The entiremastersignaturedatabaseis includedasAp-
pendixA.

5.2 Collecting TestData

We usedthe unused30 minute tracefrom eachof the
57raw signaturetracescollectedduringmastersignature
generationas testset1. This scenarioveri�es that our
signaturegenerationadequatelycapturestheprobingbe-
havior of thedriver andthatsignaturescanidentify their
associateddrivers with a limited amountof traf�c. To
demonstratethatour techniqueis repeatableandstill ac-
curatein conditionsotherthanwherethesignaturedata
wasoriginally collected,werepeatedthe57half hourex-
perimentsin two differentphysicallocations.Usingmul-
tiple environmentshelpsto validatetheconsistency and
robustnessof our techniqueand suggeststhat it works
well outsideof lab settings.Thearrangementfor testset
2, asshown in Figure3(b), wasas follows: we placed
the �ngerprinter's antenna25 feet from the �ngerprint-
eeswith oneuninsulateddrywall placedin betweenthe

TestSet Successful Total Accuracy
1 55 57 96%
2 48 57 84%
3 44 57 77%

Table 2: Accuracy of �ngerprinting techniqueby sce-
nario.
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Figure4: Numberof individual driversachieving an in-
terval of accuracy overall testsets.

machines.As in Figure3(a), no 802.11wirelesstraf�c
was detectedbesidesthat generatedby the �ngerprint-
ees.For testset3, depictedin Figure3(c), theobserver's
antennawasplacedtenfeetfrom the�ngerprinteeswith
two desksandothermiscellaneousobjectsphysically lo-
catedbetweenthe machines. At this location, four to
twelve otherwirelessdeviceswerecommunicatingdur-
ing ourdatacollection.Testset2 mightrepresentawire-
lessnetwork in a semi-isolatedsetting,suchasa hotel
roomwith wirelessaccess.Testset3, on theotherhand,
representsa morecongestedwirelessnetwork, suchasa
network locatedin acoffeeshopor airport.

5.3 Fingerprinting Accuracy
The accuracy of our techniquein correctly identifying
thewirelessdriveroperatingaNIC for thethreetestsce-
nariosis shown in Table2. Theseresultsusethefull half
hour of datapoints. Later in this section,we will ex-
ploretheeffectsof usinglessdatapointsontheaccuracy
of our technique.The resultsalsodifferedbasedon lo-
cation. As expected,our techniqueis themostaccurate
for test set1 (originally taken from the large signature
traces)at 96%. The secondmostaccuratetestsetwas
testset2 (with only a singlewall andno other802.11
traf�c) at84%,andthelastlocationhada77%identi�ca-
tion accuracy. Theseresultsindicatethatdifferentenvi-
ronmentsaffect theaccuracy of our technique.However,
ourtechniqueremainsreliablein all thetheenvironments
in whichwe tested.

Figure4 demonstratesthat our techniqueis perfectly
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Figure 5: Empirical bin width tuning. Shows that 0.8
secondwide bins generatethe highestaccuracy (96%)
for testset1.

accurateat �ngerprinting nine of the wirelessdrivers
and over 60% successfulat identifying the other eight
drivers.Theaccuracy of ourmethodat identifyingapar-
ticular driver is largely dependenton how dissimilarthe
driver'ssignature(s)arefrom othersignaturesin themas-
ter signaturedatabase.If thecorrectsignatureis similar
to anotherin thedatabase,noisesuchasbackgroundtraf-
�c mayleadto our techniqueincorrectly�ngerprinting a
wirelessdriver. Theseresultsshow that the majority of
wirelessdriversdo have a distinctsignature.It is impor-
tant to notethat even with driversthat have lessunique
�ngerprints, we still correctly identify the driver for a
majorityof thetestcases.

It is alsorelevant to notethat in caseswherethetech-
nique cannotuniquely identify a driver, it was able to
narrow the possibilitiesdown to thosedriversthat have
similar signatures.Thoughnot supportedin thecurrent
implementationof our technique,it is conceivableto list
the signaturesin the mastersignaturedatabasethat are
closeto theunidenti�ed observedsignature.

5.4 Empirical Bin Width Tuning
Thebin width for signatureswasempiricallyoptimized
during our experimentationon testset1 by varying the
size in testing and selectingan optimal width based
on �ngerprinting accuracy. This optimizationbegan by
startingwith a bin width of 0.1 secondsandincremen-
tally increasingthebin width by 0.1secondsup to a bin
width of 5.0seconds.Figure5 revealsthatabin width of
0.8secondsproducedthehighestaccuracy (96%)in test
set1, andthus,wasthebin width usedfor therestof our
experiments.

5.5 Time Required to Fingerprint Dri ver
To addressourtechnique'sef�ciency, weinvestigatedthe
dataand time thresholdsrequiredto accurately�nger-
print a driver. Ideally, a �ngerprinter would be able to
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Figure6: Effectsof tracedurationon �ngerprinting ac-
curacy.

identify a wirelessdriver in real time after only a small
traf�c trace. We measuredthe �ngerprinting accuracy
of our methodin eachtestscenariowith oneminuteof
collecteddataand increasedthe amountof datain one
minuteincrementsuntil thefull thirty minutetracefrom
eachsettingwasused.Figure6 illustratestheaccuracy of
our techniquein eachof thethreetestcasescorrespond-
ing to theamountof tracedatausedfor �ngerprinting.

Sincetherateof proberequestframesis differentfor
mostwirelessdrivers,it is dif�cult to estimatehow many
proberequestframeswill berecordedduringoneminute
of observation,thoughfor statisticalinterest,theaverage
numberof probesdetectedduring oneminuteof obser-
vationwas10.79acrossall of our testingscenarios.The
accuracy of our techniqueis at least60%in eachof the
threetestcasesafter only oneminuteof traf�c. These
resultsshow thatour methodsuccessfullyconvergesrel-
atively faston thecorrectwirelessdriver andneedsonly
asmallamountof communicationtraf�c to doso.

6 Limitations
In thecourseof ourevaluation,wediscoveredafew lim-
itationsof our�ngerprinting technique.Wediscussthese
in detailbelow.

6.1 Dri ver Versions
One of the original questionswe posedconcernedthe
resolutionof our technique. We have shown that our
techniqueis capableof distinguishingbetweendifferent
driversthe vastmajority of the time. We arealsointer-
estedin whetherourmethodcandistinguishbetweentwo
differentversionsof the samewirelessdriver. A num-
berof wirelesscardmanufactureshavereleasednew ver-
sionsof their wirelessdrivers to supportnew features.
We testedour �ngerprinting techniqueon six wireless
drivers,with multiple driver versionsavailableto deter-
mine if it waspossibleto distinguishbetweendifferent



versionsof thesamewirelessdriver. Our techniquewas
unsuccessfulin distinguishingbetweendifferentversions
of thesamedriver. This is a limitation of our �ngerprint-
ing techniquesinceanew versionof adrivermightpatch
previoussecurityvulnerabilitiesin thedriver. However,
evenwithout theability to distinguishbetweenversions,
our �ngerprints greatly reducethe numberof potential
wirelessdriversthata targetsystemis running.

6.2 HardwareAbstraction Layer
Anotherunexpectedlimitation was found when testing
the MadWi� driver for Linux. This driver works with
mostwirelesscardscontainingthe Atheroschipsetbe-
causeof the inclusionof a HardwareAbstractionLayer
(HAL). This createsa more homogeneousdriver en-
vironmentsincea majority of wirelesscardscurrently
availableusetheAtheroschipset.Thesideeffect is that
the lack of driver diversity reducestheappealof �nger-
printing wirelessdrivers. However, onedrawbackof a
single(or relatively smallnumberof) hardwareabstrac-
tion layer(s)is thatit magni�esany securityvulnerability
identi�ed.

7 Preventing Fingerprinting
Several methodscan be usedto prevent our technique
from successfully�ngerprinting drivers.Thesemethods
includecon�gurableprobing,standardization,automatic
generationof noise,driver codemodi�cation, MAC ad-
dressmasquerading,anddriver vulnerabilitypatching.

7.1 Con�gurable Probing
One solution to prevent our �ngerprinting techniqueis
for device driversto provide theoptionto explicitly dis-
ableor enableproberequestframes.It makessensefor
this to be a con�gurableoption not only to prevent �n-
gerprintingbut also to conserve power and bandwidth.
Proberequestframesareusedto �nd networks match-
ing theavailabledatarateson theclient device [7]. The
SSID of the desirednetwork canbe speci�ed or canbe
set to the broadcastSSID when probing for any avail-
ablenetworks. By default, accesspoints transmitbea-
con frames, which announcethe accesspoint's pres-
enceand somecon�guration information8. Thus, pas-
sively listening for beacons(i.e., turning off probere-
questframes)couldbeaneffective methodof discover-
ing accesspoints. Anothersolutionwould be to con�g-
urewirelessdevicedrivers,by default, to passively listen
for beaconsandonly sendproberequestsfor available
networkswhenmanuallytriggeredby theuser.

7.2 Standardization
An effective, but potentiallydif�cult to implementsolu-
tion for preventingdriver �ngerprinting is to specifythe
rateat which proberequestframesare transmittedin a

futureIEEE standardfor the802.11MAC. Anotherstep
towardsstandardizationcould resultif a corporatebody
or opensourceconsortiumwasformedto developastan-
dardagreeduponby all drivermanufactures.If all driver
manufacturesadheredto sucha standard,the described
�ngerprinting methodwould be rendereduseless.Un-
fortunately, therearemany obstaclespreventingsucha
standard,themajorfactorbeingthatsomedevice manu-
facturerswill not wantto designdevicesthatexpendthe
poweror bandwidthnecessaryto transmitproberequests
at a standardrate. Due to this reasonalone,it is doubt-
ful thattherewill beany standardizationagreeduponand
followedbyeverydrivermanufactureconcerningtherate
of proberequestframetransmission.

7.3 AutomatedNoise

Another strategy to prevent wirelessdriver �ngerprint-
ing is to generatenoisein the form of cover probere-
questframes. Cover traf�c disguisesa driver by mask-
ing the driver's true rateof proberequesttransmission.
Due to the fact that our techniqueusesstatisticalmeth-
odsto �lter out noise,thecover traf�c would needto be
suf�ciently randomand transmitenoughcover to con-
fuseour technique.A limitation of this approachis that
thecover proberequestframeswastebandwidththede-
vice would otherwiseuse for wirelesstraf�c, and for
deviceswith limited power supplies,transmittingcover
traf�c wouldreducebatterylife signi�cantly. Also,given
enoughobservationdata,the�ngerprinter might beable
to �lter away the noiseandsuccessfully�ngerprint the
driver. Generatingnoiseis a dif�cult problemasmany
data mining algorithmshave beenshown to be effec-
tivein �ltering outsuchnoiseandrecoveringtheoriginal
data[12, 13, 14].

7.4 Dri ver CodeModi�cation

For opensourcedriverssuchastheMadwi� drivers,the
drivercodecouldbemodi�ed to changethetransmission
rateof proberequestframes.This alterationwould fool
our �ngerprinting technique.However, this is only pos-
siblefor opensourcedriversandwould requirea skilled
programmerto alter thedriver code. This would not be
possiblefor many windows drivers, sincemost do not
providesourcecode.

7.5 MAC Addr essMasquerading

Earlier, we madethe assumptionof a one-to-onemap-
pingof MAC addressesto wirelessdevices.Onemethod
to preventdriver �ngerprinting is to changethedevice's
MAC addressto matchtheMAC addressof anotherde-
vice within transmissionrange.This would fool our �n-
gerprintingtechniqueinto believing proberequestsfrom
two different wirelessdrivers are originating from the
samewirelessdriver. Therearea numberof problems



with this solution. First, thewirelessdevice mustmake
certainthatthe�ngerprinter is within transmissionrange
of both wirelessdevices. If the �ngerprinter only ob-
serves probe requestframesfrom one of the two de-
vices, it will not be deceived. Also, sinceour method
usesstatisticalmethodsto �lter noise,thewirelessdevice
needsto makecertainthattheotherdeviceis transmitting
enoughproberequestframesto maskits signature.

7.6 Dri ver Patching

While driver patchingis not a full solution,we feel the
creationof well thought out driver patchingschemes
would improve the overall securityof device driversas
new driver exploits are found. Currentresearchis be-
ing conductedto improve the processof patchingsecu-
rity vulnerabilities[15, 16]. The device driver commu-
nity shouldleveragethis researchto createmorerobust
patchingmethods,andimprovetheoverall level of driver
security.

8 RelatedWork

Varioustechniquesfor systemand device level �nger-
printing have beenusedfor both legitimate uses,such
as forensicsand intrusion detection,as well as mali-
cioususes,suchasattackreconnaissanceanduserpro-
�ling. The mostcommontechniquestake advantageof
explicit contentdifferencesbetweensystemandapplica-
tion responses.Nmap[17], p0f [18], andXprobe [19]
areall opensource,widely distributedtools thatcanre-
motely �ngerprint an operatingsystemby identifying
uniqueresponsesfrom theTCP/IPnetworking stack.As
theTCP/IPstackis tightly coupledto theoperatingsys-
temkernel,thesetoolsmatchthecontentof machinere-
sponsesto adatabaseof OSspeci�c responsesignatures.
NmapandXprobeactively querythetargetsystemto in-
voke thesepotentiallyidentifying responses.In addition
to this active probing, p0f can passively �ngerprint an
operatingsystemby monitoringnetwork traf�c from a
target machineto somethird party andmatchingchar-
acteristicsof that traf�c to a signaturedatabase.Data
link layercontentmatchingcanalsobeusedto identify
wirelessLAN discoveryapplications[20], whichcanbe
usefulfor wirelessintrusiondetection.

While datagramcontentidenti�cation methodsarear-
guably the most simple, they are also limited to situa-
tions wheredatagramcharacteristicsareuniquely iden-
ti�able acrosssystems,aswell asaccessibleto an out-
side party. Except for a few uniqueinstances,802.11
MAC-layerframeformattingandcontentis generallyin-
distinguishableacrosswirelessdevices;becauseof this,
moresophisticatedmethodsareoften required. In [21],
the authorspresenta techniqueto identify network de-
vicesbasedon theiruniqueanalogsignalcharacteristics.
This�ngerprinting techniqueis basedonthepremisethat

subtledifferencesin manufacturingandhardwarecom-
ponentscreateuniquesignalingcharacteristicsin digital
devices.While theresultsof analogsignal�ngerprinting
aresigni�cant, this methodrequiresexpensive hardware
suchasan analogto digital converter, IEEE 488 inter-
facecard,anddigital samplingoscilloscope.Also, it is
not clear from their analysisof wired Ethernetdevices
whetherthis methodwould befeasiblein a typical wire-
lessnetwork settingwherenoisefrom both theenviron-
mentandotherdevicesis amorepressingconsideration.

A device's clock skew is alsoa target for �ngerprint-
ing. A techniquepresentedin [22] usesslight drifts in a
device's TCP option clock to identify a network device
over theInternetvia its uniqueclock skew. Whereasour
technique�ngerprints which driver a wirelessdevice is
running,time skew �ngerprinting is usedto identify dis-
tinct devicesontheInternet.Concerningsecurity, unique
device �ngerprinting is oftennot asusefulasdriver and
other typesof software �ngerprinting. As opposedto
contentbased�ngerprinting, bothanalogsignalandtime
skew �ngerprinting exploit characteristicsof the under-
lying systemhardware, making thesetechniquesmuch
moredif�cult to spoof.

Identi�cation via statisticaltiming analysisin thecon-
text of communicationpatternsanddatacontenthasbeen
especiallystudiedin theareaof privacy enhancingtech-
nologies. While network securitymechanismssuchas
encryptionareoftenutilized to protectuserprivacy, traf-
�c analysisof encryptedtraf�c has proven successful
in linking communicationinitiators and recipientspar-
ticipating in anonymous networking systems[23, 24].
Traf�c analysishasalsobeenappliedto Web page�n-
gerprinting. In [25], the authorsdemonstratea tech-
nique that characterizesthe inter-arrival time anddata-
gramsizesof webrequestsfor certainpopularwebsites.
Usingthesewebpagecharacterizations,onecanidentify
which sitesuserson wirelessLANs arevisiting despite
theseusersbrowsing the Internetvia encryptedHTTP
traf�c streams.

The techniquesdescribedabove serve asonly a sur-
vey of existing �ngerprinting techniquesfor systems,
devices, and even static content. The approachesvary
from exploiting contentanomaliesin the TCP/IPstack
to characterizingtime-basedsystembehavior at boththe
physical and software layers of a system. While the
approachesvary, thesecontributions bring to light the
true feasibility of �ngerprinting via avenuesotherwise
assumedto beuniformly implementedacrosssystems.

9 Conclusion

We designed,implemented,and evaluateda technique
for passive wireless device driver �ngerprinting that
exploits the fact that most IEEE 802.11a/b/gwireless
drivershave implementeddifferentactivescanningalgo-



rithms. We evaluatedour techniqueand demonstrated
that it is capableof accuratelyidentifying the wire-
lessdriver usedby 802.11wirelessdeviceswithout spe-
cializedequipmentand in realisticnetwork conditions.
Throughan extensive evaluationincluding 17 wireless
drivers,we demonstratedthatour methodis effective in
�ngerprinting awidevarietyof wirelessdriverscurrently
onthemarket. Finally, wediscussedwaysto prevent�n-
gerprintingthatwe hopewill aid in improving thesecu-
rity of wirelesscommunicationfor devicesthat employ
802.11networking.
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Appendix A
This appendixincludesthe entiremastersignaturedatabasefrom our
evaluationsection.It is organizedwith thenameof thewirelessdriver,
if the driver wasassociated(assoc)or unassociated(unassoc),and if
Windows (win) wascon�guring the wirelessdevice, or a standalone
program(native). The valuesafter the driver nameandcon�guration
areasetof tuplesorderedasfollows: (Bin Value,Percentage,Bin Mean
Value).

cisco-abg-assoc-native (0.8,0.101,0.677)(1.6,0.108,1.450)
(2.4,0.168,2.377)(3.2,0.021,2.928)(4,0.024,3.798)
(4.8,0.028,4.691)(5.6,0.048,5.536)(6.4,0.034,6.303)
(7.2,0.080,7.132)(8,0.032,7.830)(8.8,0.017,8.473)
(9.6,0.044,9.607)(53.6,0.288,53.399)

cisco-abg-unassoc-native (0,0.514,0.048)(0.8,0.285,0.749)
(1.6,0.037,1.656)(2.4,0.028,2.373)(3.2,0.067,3.264)
(4.8,0.041,4.981)(5.6,0.025,5.521)

cisco-abg-unassoc-win(0,0.466,0.072)(0.8,0.126,0.720)
(1.6,0.115,1.479)(2.4,0.056,2.345)(3.2,0.040,3.089)
(4,0.025,3.843)(4.8,0.020,4.592)(5.6,0.019,5.415)
(6.4,0.012,6.129)(8.8,0.013,8.554)(49.6,0.063,49.639)
(50.4,0.026,50.146)

dwl-ag530-assoc-native (0,0.420,0.032)(0.8,0.108,0.590)
(1.6,0.043,1.358)(2.4,0.011,2.067)(4.8,0.113,4.470)
(5.6,0.060,5.477)(6.4,0.039,6.192)(7.2,0.030,7.206)
(8,0.011,7.630)(12,0.010,11.829)(51.2,0.144,50.995)

dwl-ag530-unassoc-native (0,0.544,0.034)(0.8,0.052,0.597)
(1.6,0.198,1.670)(6.4,0.053,6.659)(7.2,0.129,7.248)
(8,0.012,7.806)

dwl-ag650-assoc-win(0,0.392,0.008)(0.8,0.231,0.549)
(1.6,0.049,1.481)(2.4,0.030,2.416)(3.2,0.045,3.250)
(4,0.067,4.092)(4.8,0.021,4.687)(58.4,0.164,58.198)

dwl-ag650-unassoc-win(0,0.606,0.084)(0.8,0.233,0.621)
(1.6,0.090,1.689)(2.4,0.068,2.322)

dwl-g520-unassoc-native (0,0.533,0.054)(0.8,0.246,0.674)
(1.6,0.072,1.541)(2.4,0.035,2.539)(3.2,0.079,2.989)
(4,0.026,3.706)

dwl-g520-unassoc-win(0,0.527,0.055)(0.8,0.236,0.666)
(1.6,0.134,1.523)(2.4,0.039,2.401)(3.2,0.044,3.109)
(4,0.015,3.791)

engenuis-unassoc-win(0,0.193,0.059)(0.8,0.104,1.188)
(1.6,0.609,1.271)(2.4,0.082,2.529)(4,0.011,3.814)

intel2100-assoc-win(0,0.766,0.019)(63.2,0.234,62.949)

intel2100-unassoc-win(0,0.927,0.055)(30.4,0.073,30.132)

intel-2200-assoc-native (0,0.591,0.107)(0.8,0.071,0.955)
(1.6,0.079,1.495)(2.4,0.107,2.182)(120,0.050,120.254)
(120.8,0.091,120.698)

intel-2200-unassoc-native (0,0.659,0.078)(0.8,0.015,0.882)
(32.8,0.031,33.063)(34.4,0.139,34.765)(35.2,0.142,34.853)

intel-2915-assoc-native (0,0.659,0.080)(0.8,0.032,0.938)
(1.6,0.037,1.426)(118.4,0.171,118.155)(119.2,0.076,119.193)

intel-2915-unassoc-native (0,0.668,0.083)(32.8,0.331,32.868)

linksys-pci-unassoc-win (0,0.348,0.165)(0.8,0.273,0.923)
(1.6,0.032,1.262)(61.6,0.262,61.787)
(62.4,0.027,62.270)(63.2,0.054,62.953)

madwi�-unassoc (72.8,0.881,72.988)(133.6,0.119,133.978)

netgear-assoc-win (0,0.423,0.001)(0.8,0.203,0.611)
(1.6,0.038,1.552)(2.4,0.058,2.240)(3.2,0.037,3.206)
(4,0.016,4.006)(4.8,0.060,4.731)(5.6,0.010,5.505)
(57.6,0.149,57.498)

netgear-unassoc-win (0,0.560,0.061)(0.8,0.135,0.652)
(1.6,0.077,1.532)(2.4,0.018,2.340)(3.2,0.023,3.125)
(4,0.106,4.035)(4.8,0.071,4.566)

osx-airportb-unassoc (0,0.639,0.022)(10.4,0.361,10.295)

proxim-assoc-native (0,0.035,0.396)(0.8,0.377,0.585)
(1.6,0.133,1.376)(2.4,0.016,2.078)(4.8,0.168,4.523)
(5.6,0.035,5.535)(55.2,0.087,55.400)(56,0.024,56.017)
(56.8,0.084,56.836)(57.6,0.022,57.435)

proxim-assoc-win (0,0.039,0.385)(0.8,0.329,0.585)
(1.6,0.118,1.385)(2.4,0.020,2.055)(4.8,0.089,4.681)
(5.6,0.089,5.500)(6.4,0.032,6.242)(7.2,0.013,7.167)
(55.2,0.122,55.402)(56,0.036,56.037)
(56.8,0.068,56.773)(57.6,0.012,57.466)

proxim-unassoc-win (0,0.540,0.052)(0.8,0.229,0.660)
(1.6,0.090,1.555)(2.4,0.012,2.328)(4.8,0.055,5.011)
(6.4,0.040,6.479)

smc-2532w-assoc-native (0,0.619,0.140)(0.8,0.028,0.477)
(1.6,0.013,1.812)(60.8,0.013,60.907)(62.4,0.183,62.595)
(63.2,0.118,62.899)

smc-2532w-unassoc-win(0,0.065,0.140)(0.8,0.047,0.727)
(1.6,0.880,1.681)

smc-2632w-unassoc-native (0,0.511,0.083)(10.4,0.470,10.555)

smc-wpci-assoc-native (0,0.461,0.001)(0.8,0.117,0.588)
(1.6,0.139,1.678)(2.4,0.020,2.185)(4,0.021,3.915)
(4.8,0.093,5.028)(56,0.127,55.708)

smc-wpci-unassoc-native (0,0.563,0.038)(0.8,0.144,0.689)
(1.6,0.014,1.790)(4,0.093,3.857)(4.8,0.079,4.952)
(5.6,0.057,5.935)(6.4,0.026,6.178)

wpc54g-assoc-win(0,0.633,0.038)(0.8,0.114,0.437)
(62.4,0.148,62.550)(63.2,0.105,62.981)

wpc54g-unassoc-native (0,0.623,0.054)(0.8,0.151,0.633)
(62.4,0.172,62.299)(63.2,0.055,62.960)
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7It is importantto notethatsomeattackerswill sniff theMAC ad-

dressesof otherusersonawirelessnetwork to useastheirown, giving
themthe ability to steala connectionor hide their maliciousactions.
Althoughwe acknowledgethat this scenariowould bring aboutdupli-
cateMAC addressesonanetwork,webelieveit is farfrom thecommon
casein mostnetwork settings.

8This is in contrastto disablingtheSSIDbroadcastfunction. Dis-
ablingSSIDbroadcastsimplyforcesanAP to sendastringof spacesor
anull stringin theSSID�eld of thebeaconframe.Kismet[26] reports
thisSSIDas<no ssid> .


