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Abstract

Motivated by the proliferation of wireless-enabledle-
vices and the suspecinatureof device driver code,we
developapassie ngerprinting techniquethatidenti es
the wirelessdevice driver runningon an IEEE 802.11
compliantdevice. This techniqueis valuableto an at-
tacker wishing to conductreconnaissancaginsta po-
tentialtamget so thathe may launcha driver-speci c ex-
ploit.

In particular we develop a unique ngerprinting tech-
niquethat accuratelyandef ciently identi es the wire-
lessdriver without modi cation to or cooperatiorfrom
awirelessdevice. We performan evaluationof this n-
gerprintingtechniquethat shows it both quickly andac-
curately ngerprints wirelessdevice driversin realworld
wirelessnetwork conditions.Finally, we discussvaysto
prevent ngerprinting thatwill aidin improving thesecu-
rity of wirelesscommunicatiorfor devicesthatemploy
802.11networking.

1 Intr oduction

Device driversarea primary sourceof securityholesin
modernoperatingsystems[1]. Drivers experienceer-
ror ratesof threeto seven times higherthan otherker
nel code,makingthemthe poorestquality codein most
kernels[2]. Therearealarge numberof differentdevice
driversavailable,eachbeinga potentiallylarge body of
codethat is frequently modi ed to supportnen hard-
ware features. Thesefactorsand the fact that drivers
areoften developedby programmersvho lack intimate
knowledgeof the operatingsystemkernel contritute to
thedisproportionatelthigh numberof bugsfoundin de-
vicedrivers[3].

In general,device drivers executein kernel space;
hence,exploiting a vulnerabledriver leadsto compro-
miseof the entireoperatingsystem.This threatis some-
whattemperedy the factthatinteractingwith a driver
typically requiresphysical accesgo a system.As are-
sult, mostsecurityholesin device driversaredif cult to
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exploit remotely For instanceijt is hardto remotelyin-

teractwith, muchlessexploit, avideoor keyboarddriver.

Classe®f driversexist with whichit is possibleto inter-

actwithout physicalaccesdo a system.Driversfor net-
work devicessuchaswirelesscards,Ethernetcards,and
modemsare examples. In particular wirelessnetwork

device drivers are easyto interactwith and potentially
exploit if theattacleris within transmissiomangeof the
wirelessdevice. Today the single most commonand
widespreadvirelessdevicesarethoseconformingto the
IEEE 802.11standardg4]. Thevastnumberof 802.11
devices,the easewith which onemayinteractwith their
drivers,andthe suspechatureof driver codein general
hasled usto evaluatethe ability of anattaclerto launch
adriver-speci ¢ exploit by rst ngerprinting thedevice

driver.

Fingerprintingis a processy which a device or the
softwareit is runningis identi ed by its externally ob-
senablecharacteristicsln this paperwe design,imple-
ment, and evaluatea techniquefor ngerprinting IEEE
802.11a/b/gwirelessnetwork drivers. Our approachis
basedn statisticalanalysisof therateatwhichcommon
802.11datalink layerframesaretransmittecby a wire-
lessdevice. Sincemostwirelessexploits aredependent
on the speci ¢ driver beingused,wirelessdevice driver

ngerprinting canaid an attacler in launchinga driver
speci ¢ exploit againsta victim whosedevice is running
avulnerabledriver.

Our techniqueis completelypassie, meaningthat a
ngerprinter (attacler) needsonly to be able to mon-
itor wirelesstrafc from the ngerprintee (target, vic-
tim). This malkesit possiblefor aryonewithin transmis-
sionrangeof awirelessdeviceto ngerprint thedevice's
wirelessdriver. Passive ngerprinting techniqueshave
the advantageover active approaches thatthey do not
transmitdata,makingpreventionof suchtechniquedglif-
cult. If anattaclercanpassvely determinevhichdriver
a device is using, he can successfullygain information
abouthis victim without fear of detection.



Our ngerprinting techniquerelies on the fact that
moststationsactively scanfor accesgointsto connect
to by periodicallysendingout proberequesframes.The
algorithm usedto scanfor accesspointsis not explic-
itly de ned in the 802.11standard. Therefore,it is up
to the developersof device driversto implementtheir
own methodfor probing. This lack of an explicit spec-
i cation for a probing algorithm in the 802.11 stan-
dard hasled to the developmentof mary wirelessde-
vice drivers that perform this function entirely differ-
ently thanotherwirelessdevice drivers.Our ngerprint-
ing techniquetakes advantageof theseimplementation-
dependentlifferencedo accurately ngerprint a driver.
Speci cally, our methodis basedon statisticalanalysis
of the inter-frametiming of transmittedproberequests.
A timing-basedapproachhasa numberof adwantages
over a content-basedpproach. Primary amongthese
is the factthatcoarse-grainetiming informationis pre-
sened despitethe encryptionof framecontentasspeci-
ed by securitystandardsuchasWired EquivalentPri-
vacgy (WEP)or 802.11i[5].

Fingerprintingan802.11network interfacecard(NIC)
is not a new concept. Mary tools exist, suchas Ethe-
real [6], that usethe wirelessdevice's Media Access
Control (MAC) addressto identify the card manugc-
turerandmodelnumber A MAC addresss an ostensi-
bly uniquecharactestringthatidenti es aspeci c phys-
ical network interface. The IEEE StandardsAssocia-
tion assignseachNIC manufcturera specialthree-byte
code referredto asanOrganizationallyUniqueldenti er
(OUI), whichidenti es a particularmanugcturer While
not partof the standardmostmanufctureraisethe next
byteto specifythemodelof theNIC. Thereareafew no-
tableadwantagego usingour methodinsteadof relying
on the information containedin the capturedMAC ad-
dress.First, the MAC addresnly identi es the model
andmanugcturerof the NIC. Ourtechniquengerprints
the device driver (which residesat the operatingsystem
level), wherethe bulk of exploits rest. Second,some
NICs can operateusing multiple drivers, implying that
the MAC addresswvould not be enoughinformation to
identify whatdriver the NIC wasusing.Finally, whereas
the MAC addressds easily alterablein most operating
systemsthe featuresusedby our passie techniqueare
notacon gurableoptionin ary of thedriverstested.

Our testingdemonstratean accurag for our method
in identifying the driver that rangesfrom 77-96%, de-
pendingon the network setting. Our techniquerequires
only afew minutesworth of network datato achieve this
high level of accurag. We alsocon rm that the tech-
niguecanwithstandrealisticnetwork conditions.
Contributions The main contritutions of this paper
is the design,implementationand evaluationof a pas-
sive wirelessdevice driver ngerprinting technique Our

techniquds capableof passiely identifyingthewireless
driver usedby 802.11wirelessdeviceswithout special-
ized equipmentandin realistic network conditions. In
addition,we demonstrat¢hat our techniques accurate,
practical fast,andrequiredittle datato execute.

The remainderof the paperis organizedas follows.
Backgroundmaterialis presentedh Section2. Section3
presentshedesignfor ourwirelessdevice ngerprinting
technigue Sectiord describesheimplementatiorof our
ngerprinting techniqueand Section5 presentour ex-
perimentakesultsandevaluationof ourtechniqueunder
realisticnetwork conditions.Section6 presentshelimi-
tationsof ourtechniqueandSection7 discussepossible
waysto preventdriver ngerprinting. Finally, Section8
examinegrelatedwork andwe concludein Section9.

2 Background: IEEE 802.11Networks

Wirelesstechnologiesare encroachingupon the tradi-
tional realmof “ x ed” or “wired” networks. The most
widely adoptedwirelessnetworking technologythusfar
hasbeenthe802.11networking protocol,which consists
of six modulationtechniquesthe most of commonof
which arethe 802.11a,802.11b,and 802.11gstandard
amendmentsThepriceerosionandpopularityof 802.11
capablehardware(especiallyd02.11b/ghasmadewire-
less networks both affordable and easyto deploy in a
numberof settings,suchas of ces, homes,and wire-
lesshot spots. Becauseof this, 802.11is currentlythe
most popularand commonnon-telephop communica-
tion protocolavailablefor wirelesscommunicatiori7].

The 802.11standardle nes a setof protocolrequire-
mentsfor a wirelessMAC, or mediumaccesscontrol,
which speci esthe behaior of datalink layer commu-
nicationbetweenstationsin a wirelessnetwork. A sta-
tion is simply a device with wirelesscapabilities,such
as a laptop or PDA with a wirelessnetworking inter
face. Throughoutthis paper we often refer to stations
asclients. Most 802.11networks operatein infrastruc-
ture mode(as opposedo ad-hocmode)andusean ac-
cesspoint (AP) to manageall wirelesscommunications;
it is this type of network thatis the settingfor our nger-
printing technique.An exampleof a simple infrastruc-
ture network with threeclients and one accessoint is
depictedn Figurel.

A key componenbf the 802.11standards the MAC
speci cation that outlinesthe function of variouscom-
municationframes. The MAC coordinatesiccesgo the
wirelessmediumbetweerstationsandcontrolstransmis-
sion of userdatainto the air via control and manage-
mentframes. Higherlevel protocol data, suchas data
producedby anapplication,s carriedin dataframes.

All 802.11MAC framesincludebothatype andsub-
type eld, which are usedto distinguishbetweenthe
threeframetypes(control, managementand data)and
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Figurel: An infrastructurenodelEEE 802.11network.

varioussubtypesWe consideronly managemerframes
in our passve ngerprinting technique andspeci cally
focuson proberequesframes.Becausef this, we only
describethe mostpertinentMAC framescommunicated
when a client joins a wirelessnetwork, and refer the
readerto the IEEE 802.11standardspeci cation[4] for
amoredetaileddescriptionof MAC framing.
Eachmobileclientmustidentify andassociatevith an
accespoint beforeit canreceve network services.In a
proces<alledactive scanningclientsuseproberequest
framesto scanan areafor a wirelessaccessoint, pro-
viding the dataratesthat the client can supportinside
elds of theproberequestlf anaccespointis compati-
ble with theclient's datarates,it sendsa proberesponse
frameto acknavledgethe request.Oncea client identi-
es anetwork andauthenticates theaccespointviaan
authenticatiorrequestand authenticatiorresponsethe
client canattemptto join the network by issuingan as-
sociationrequestlf theassociations successfultheac-
cesspointwill respondo the client with anassociation
responsehatincludesa uniqueassociatioriD for future
communications.At this point, all communicatiorbe-
tweena client and anothermachine,whetherit resides
within thewirelessnetwork or is locatedoutsideof it, is
routedthroughandcontrolledby the accesgoint.

3 Fingerprinting Approach

Our ngerprinting techniqués solelyconcernedvith the
active scanfunction in wirelessclients. Whenactively
scanning clientssendproberequestramesto elicit re-
sponsedrom accesgpoints within transmissiorrange.
ThelEEE802.11standardlescribesheactive scanfunc-
tion of a client asfollows. For eachchannelthe client
broadcasta proberequestindstartsatimer. If thetimer
reachesMinChannelTme and the channelis idle, the
clientscanghenext channel Otherwisetheclientwaits
until the timer reachesMaxChanneliime, processeshe
receved proberesponsdramesandthenscansthe next
channel Furtherdetailedspeci cationof theactive scan-
ning function is not provided in the IEEE 802.11stan-

dard. As aresult,implementingactive scanningwithin

wirelessdrivershasbecomea poorly guidedtask. This

hasled to the developmentof mary driversthatperform
probingusing slightly differenttechniques.By charac-
terizing theseimplementation-dependeprobing algo-
rithms, we are able to passvely identify the wireless
driveremployedby adevice.

A numberof factorsaffect the probing behaior of
a client and make accuratengerprinting without client
cooperationa challengingtask. From the perspectie
of an external ngerprinter, the probing behaior of a
clientis dependentn unobserableinternalfactorssuch
astimers,andon uncontrollableexternalfactorssuchas
backgroundrafc. A robust ngerprinting methodcan-
not rely on client cooperationor assumea static envi-
ronment,henceour techniqueusesmachinelearningto
develop a model of a driver's behaior. This modelis
thenusedfor futureidenti cation.

Having explainedthe intuition behindour technique,
we turn our attentionto two examplesof representatie
probingbehaior. Figure?2(a)andFigure?2(b) areplots
of thetime deltabetweenarriving proberequestframes
astransmittedby two differentwirelessdrivers.Both g-
uresclearly depicta distinctly uniquecyclic pattern.We
furtherdescribethe pertinentfeaturesof Figure2(b) asa
way to characterizeéhe differencedetweenthe probing
patterns. Figure 2(b) is composedf a repeatingpulse
with an approximateamplitudeof 50 seconds. These
large pulsesare occasionallyprecededand/orfollowed
by muchsmallerpulsesangingfrom 1-5secondsThese
pulsesindicatesthat probingwas occurringin burstsof
proberequesframessentout, on average gvery 50 sec-
onds.

Uponcloserinspectionpnenoticesthatthecyclic pat-
tern exhibited by the driver probingis characterizedy
small variations. Our obsenationsreveal thereare two
main reasongfor this. The rst reasonis dueto loss
causedy signalinterference A ngerprinter couldsig-
ni cantly reducethis type of lossby usinga highergain
antenndoundon commercialgradewirelesscards.The
secondsourceof variationcomesfrom wirelessdrivers
continuouslycycling throughall eleven channelsn the
2.4GHz ISM bandin searchof otheraccesgoints. The
channelcycling canbe consideredan additionalsource
of losssinceproberequesframestransmitteconunmon-
itored channelscannotbe obsered. Multiple wireless
cardscould be usedto monitor all eleven channelssi-
multaneouslyhowever, we male the morerealisticas-
sumptionthata ngerprinter hasa single wirelesscard
thatcanonly monitora small portion (e.g. onechannel
at ary point in time) of the eleven channels. This loss
indicatesthat someproberequestsare missed,and sta-
tistical approacheareneededo compensatéor thelost
frames. Given the datadescribedabore, we character
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Figure2: Plot of time deltafrom the previous arrival of
proberequesframestransmittedoy two drivers.

ize the explicit probingbehaior of a client by the send-
ing rateof proberequestframes.In the next section,we

shav how to leveragethis characterizatiomo accurately
identify wirelessdrivers.

4 Device Driver Fingerprinting

The ngerprinting techniqueproceedsin two stages:
trace captureand ngerprint generation. During trace
capture, a ngerprinter within wireless transmission
rangeof a ngerprinteecaptures802.11trafc, hereafter
referredto asthetrace.During ngerprint generationthe
capturedtraceis analyzedusing a supervisedBayesian
approacho generatea robustdevice driver ngerprint.

4.1 TraceCapture

To begin thetracecapturephasewe rst considethow a
ngerprinter mightobtainatraceof proberequestrames
from a wirelessdevice usingwidely available hardware
andsoftware. We assume one-to-onanappingof MAC
addresseso wirelessdevices, and believe this to be a
reasonableassumption. BecausesachwirelessNIC is
assigned uniqgueMAC addresdy its manufcturey the
only causefor duplicateMACs on a network would be
theresultof ausermreassignindnisMAC addressndepen-
dently However, astherearetheoretically2*® acceptable
MA C addressesheprobabilityof auserchoosinganex-
isting MAC on the network is negligible’. In Section?,
we addresghe effectsthatviolating this assumptiorhas
onour ngerprinting technique.

The ngerprinter can use ary device that is capa-
ble of earesdroppingon the wirelessframestransmitted
by the ngerprintee. Therefore,the ngerprinter must
be within recevsing rangeof the ngerprintee's wireless
transmissionsWe assumehe ngerprinteris usingasin-
gle, high-gain, COTS (commercialoff-the-shelf) wire-
lesscard. Next, the ngerprinter must con gure their
wirelesscardto operatein monitor mode;this modeal-
lows the wirelesscardto captureframespromiscuously
(e.g. whetherthey are speci cally addressedo that
wirelesscard or not). The ngerprinter must prevent
their cardfrom associatingvith anaccesgoint or send-
ing its own proberequestframesso collectionis com-
pletely passie. This allows the ngerprinter to capture
all framessenton the currentchannel,including probe
requestframes, without interfering with the network's
normaloperation We assumehatthe ngerprinter'sma-
chineis runningan OS anddriver combinationthatsup-
portsawirelesscardin monitormode.This canbeeasily
donein Linux, FreeBSDandMac OSX. Finally, the n-
gerprintercanusea network protocolanalyzer suchas
Ethereal6], to recordthe eavesdroppedramesand Iter
out all irrelevant data. After following the above steps,
the ngerprinter shouldhave sufcient datato construct
graphssimilarto Figures2(a)and2(b).

4.2 Fingerprint Generation

After a trace hasbeencapturedthe datamustbe ana-
lyzedto characterizehe proberequestehaior. Previ-
ouswork hasshavn that a simple supervisedBayesian
approachis extremely accuratefor mary classi cation
problemg8]. We choseto emplgy abinningapproacho
characterizeéhe time deltasbetweenproberequestde-
causeof theinherentlynoisydatadueto frameloss.
Binning works by translatingan intenal of continu-
ousdatapointsinto discretebins. A bin is aninternal
valueusedin placeof thetruevalueof anattribute. The
binning method smoothsprobabilitiesfor the continu-
ous attribute valuesby placing theminto groups. Al-



Bin || Percentage Mean
0 0.676 0.16
1.2 0.228 1.72
50 0.096 49.80

Table1: Samplesignaturefor the CiscoAironet 802.11
a/b/gPCl driver

thoughbinning causesomelossof informationfor con-

tinuousdata,it allows for smoothprobability estimates.
Somenoiseis averagedout becausesachbin probabil-

ity is an estimatefor that interval, not individual con-

tinuousvalues. We choseto use equal-widthbinning

whereeachbin representan interval of the samesize.

While moresophisticatedchemesnaybeavailable,this

simpleapproactgeneratedlistinct ngerprints of probe
inter-arrival times and provided a successfumeansfor

driveridenti cation.

After performinga numberof dataanalysistests,we
isolatedtwo attributesfrom the probing rate that were
essentiato ngerprinting the wirelessdriver. The rst
attribute wasthe bin frequeng of deltaarrival time val-
uesbetweenproberequestrames. The secondattribute
wastheaveragefor eachbin, of all actual(non-rounded)
delta arrival time values of the probe requestframes
placedin that bin. The rst attribute characterizeshe
size of eachbin andthe secondattribute characterizes
theactualmeanof eachbin. Our next stepwasto create
a signature(Bayesianmodel) for eachindividual wire-
lessdriver thatembodiegheseattributes.Building mod-
elsfrom taggeddatasetsis a commontechniqueusedin
supervisedayesiarclassi ers[9].

We now describethe processusedto transformraw
tracedatainto a device signature. To calculatethe bin
probabilities,we roundedthe actual delta arrival time
valueto the closestdiscretebin value. For example, if
thebinswereof a x edwidth of sizel secondary probe
requesframeswith adeltaarrival valuein (0, 0.50] sec-
ondswould be placedin the 0 secondbin, ary probere-
guestrameswith adeltaarrival valuein (0.51,1.50]sec-
ondswould be placedin the 1 secondbin, andso forth.
Basedon empirical optimizationexperimentspresented
in our resultssection,we usean optimal bin width size
of 0.8secondsThepercentagef thetotal proberequest
framesplacedn eachbinis recordedhlongwith theaver-
age for eachbin, of all actual(non-roundedyleltaarrival
timevaluesof theproberequesframesplacedn thatbin.
Thesevaluescomprisethesignaturdor awirelessdriver
which we addto a mastersignaturedatabaseontaining
all the taggedsignatureghat are created. An example
of a signaturecreatedfrom the proberequestramesin
Figure2(b) is shavn in Table1l. New signaturesanbe
inserted modi ed, or deletedfrom the databasevithout

affecting othersignaturesThis allows collaboratve sig-
naturesharing,similar to how Snort [10] intrusionde-
tectionsignaturesrecurrentlyshared.

Once the master signature databaseis created, a
methodis requiredto computehow “close” anuntagged
signaturefrom a proberequestraceis to eachof thesig-
naturesn the mastersignaturedatabase.

4.3 Calculating Closeness

Let us now assumethat a ngerprinter hasobtaineda

trace and createda signatureT of the probe request
framessentfrom the ngerprintee. Let p, be the per

centageof proberequesframesin thenth bin of T and
letm, bethemeanof all proberequestramesin thenth

bin. Let S bethe setof all signaturesn the mastersig-

naturedatabasandlet s bea singlesignaturewithin the

setS. Letv, bethepercentag®f proberequesframes
in thenth bin of s andletw,, bethemeanof all probere-

guestframesin the nth bin of s. Thefollowing equation
wasusedto calculatethedistancebetweerthe obsered,

untaggedngerprinteesignature;T', andall known mas-
ter signaturesassigningto C the distancevalue of the

closestignaturdan the masterdatabas¢o T:

X
C=min(82S (jpn
0

Vnj + Vpjmy

wnj)) (1)

Our techniqueiteratesthrough all binsin T, sum-
ming the differenceof the percentageand meandiffer-
encesscaledby thepercentageThemeandifferencesare
scaledby thes bin percentag¢o preventthis valuefrom
dominatingthe bin percentagdifferences.We shaw in
our resultsthat the featuresincludedin a signatureand
our nal methodof calculatingsignaturedifferenceare
effective in successfully ngerprinting wirelessdevice
drivers.

5 Evaluation

We testedour ngerprinting techniquewith atotal of 17
differentwirelessinterfacedriversin their default con-
gurations. We characterizedvirelessdevice driversfor
the Linux 2.6 kernel, Windows XP ServicePack 1 and
ServicePack 2, and Mac OS X 10.3.5. The machine
we usedto ngerprint otherhosts'wirelessdriverswas
a 2.4 GHz Pentium4 desktopwith a CiscoAironeta/b/g
PClwirelesscard, runningthe Linux 2.6 kernelandthe
MadW wirelessNIC driver [11]. VariousPentiumill
classdesktopmachinesand one Apple PoverBooklap-

top wereusedas ngerprinteemachines.

We address ve primary characteristicghat we ex-
pectary ngerprinting techniqueto beevaluatedagainst.
First, we investicate the resolution of our method.
Speci cally, we evaluateour identi cation granularity
betweerdriversfor differentNICs, differentdriversthat



supportidentical NICs, and different versionsof the
samedriver. Secondwe evaluatethe consisteng of our
technigue.We measurenow successfubur ngerprint-
ing techniquds in avariety of scenario@ndover multi-
ple network sessionsafter operatingsystemreboot,and
when using the samedriver to control different NICs.
Third, we testthe robustnes®of our technique.We con-
duct our experimentationin realistic network settings
thatexperiencdossratessimilarto otherwirelessinfras-
tructurenetworks. Fourth, we analyzethe ef ciency of
ourtechniquewith respecto bothdataandtime. Finally,
we evaluatethe resistanceof our techniqueto varying
con guration settingsof a driver andevaluatethe poten-
tial waysonemight evadeour ngerprinting technique.

To addresgheseissues,we conducteda humberof
experimentsusing different wirelessdrivers and cards
acrossa numberof differentoperatingsystemernviron-
ments. In all casesour techniquesuccessfully nger-
printedthe wirelessdriver in at leastonecon guration.
While theamountof time neededo collectthe datavar
ied acrossdriversand con gurations, we requiredonly
asmallamountof capturedwirelesstraf ¢ to ngerprint
driversaccurately

Fromour initial obsenations,we identi ed two prop-
ertiesof adevice anddriver thatalteredtheir signatures.
The rst propertyconcernedvhetherthewirelessdevice
was unassociatedr associatedo an accesgoint. Our
initial experimentsrevealedthat, by default, all wireless
drivers transmit probe requestframeswhen disassoci-
atedfrom anaccessoint. Additionally, mary continue
to sendproberequestseven after associatiorto an ac-
cesspoint, thoughoften not asfrequently The second
property(only applicableto Windows drivers)concerns
how the driver is managed.For mary drivers,the Win-
dows operatingsystemcanmanagethe con guration of
the network settingsfor the wirelessdevice insteadof
having a standalongvendorprovided) programperform
thosefunctions. The standalongrogramis provided by
the manufcturerof the wirelessdevice and often sup-
portsmore con guration optionsfor the speci c driver,
thoughalsorequiresmoreuserinteractionto managehe
device. We noticedslight differencedn the behaior of
probingdependingnwhich optionauserchoseto man-
agetheir device. Due to thesedifferenceswe treated
eachof theseproperty scenariosuniquely and created
signaturego identify a driver underary of the appro-
priatecases.

5.1 Building the Master Signatures

We collectedtrace dataand constructedndividual sig-
natureswith the samestructureas the example signa-
ture in Table 1. This was repeatedor all 17 wireless
driversin every con guration known to affect the sig-
nature and supportedby the wirelessdriver. Drivers
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Figure3: OurtestscenariosR is the ngerprinter.

from Apple, Cisco,D-Link, Intel, Linksys,MadW (for
Atheroschipset-basedardsrunningunderLinux), Net-
gear Proxim, and SMC were includedin our testing.
A majority of the driversincludedin our testswerefor
Windows; thereforemostof thedriversinitially hadfour
individual signatures. We will refer to the four differ-
entcon gurationsasfollows: (1) unassociatedndcon-



trolled by Windows, (2) unassociatedndcontrolledby
a standalongorogram,(3) associatednd controlledby
Windows, (4) associateéndcontrolledby a standalone
program.Threedriversdid not supportnetworking con-
trol by Windows (optionsl and3), andfour of thedrivers
testeddid not transmitproberequestframeswhenasso-
ciated.This meanthatinitially, 57 signaturesverecom-
piledin themastersignaturedatabaseWe collectedfour
sighaturest a time andeachsignaturdracecontaineca
minimumof 12 hoursworth of datapoints. A 30 minute
portionof eachtracewassetasideandnotusedin signa-
turetraining. This datawasusedastestset1, which we
furtherdescriban the next section.As canbe seenfrom
Figure3(a),theobservingnachines antennavasplaced
approximatelyl5 feet from the ngerprintee machines,
and no physical obstructionswere presentbetweenthe
machines.Also, no 802.11wirelesstrafc wasdetected
besideghetrafc generatedby the ngerprintees.

After analyzingthesesignaturesye notedthatchang-
ing con gurationsfor somedrivershadlittle impacton
the probe requestframe transmissionrate and conse-
guently the generatesignaturesvereindistinguishable
from one another We consideredthesesignaturesto
be duplicatesand removed all but one from the mas-
ter signaturedatabaseThis processould be automated
by eliminatingsignatureshatareinsufciently different
from otherswith respectto somesimilarity threshold.
Therewas only a single casewheretwo of the drivers
fromthesamemanufcturer(Linksys)hadindistinguish-
ablesignaturesFor this casewe again left only asingle
signaturen themastersignaturedatabaseAfter pruning
the databasef all duplicatesignaturesthereremained
31 uniquesignatures. Eachsignaturewas taggedwith
the correspondinglriver(‘'s) nameand con guration(s).
The entire mastersignaturedatabasés includedas Ap-
pendixA.

5.2 Collecting TestData

We usedthe unused30 minute tracefrom eachof the
57 raw signatureracescollectedduringmastersignature
generationastestset1. This scenarioveri es that our
signaturegeneratioradequatelygaptureghe probingbe-
havior of the driver andthatsignaturecanidentify their
associatedirivers with a limited amountof trafc. To

demonstrat¢hatour techniques repeatableandstill ac-
curatein conditionsotherthanwherethe signaturedata
wasoriginally collectedwe repeatedhe57 half hourex-

perimentsn two differentphysicallocations.Usingmul-

tiple ervironmentshelpsto validatethe consisteng and
robustnessof our techniqueand suggestghat it works
well outsideof lab settings.Thearrangemenfior testset
2, asshown in Figure 3(b), wasasfollows: we placed
the ngerprinter's antenna25 feet from the ngerprint-

eeswith oneuninsulateddrywall placedin betweernthe

TestSet | Successfull Total | Accuragy
1 55 57 96%
2 48 57 84%
3 44 57 77%

Table 2: Accuragy of ngerprinting techniqueby sce-

nario.
100

Figure4: Numberof individual driversachievzing anin-
terval of accurag over all testsets.
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machines.As in Figure 3(a), no 802.11wirelesstraf c
was detectedbesidesthat generatedy the ngerprint-
ees.Fortestset3, depictedn Figure3(c),theobserer's
antennavasplacedtenfeetfrom the ngerprinteeswith
two desksandothermiscellaneousbjectsphysically lo-
catedbetweenthe machines. At this location, four to
twelve otherwirelessdeviceswerecommunicatingdur-
ing our datacollection. Testset2 mightrepresenawire-
lessnetwork in a semi-isolatedsetting, suchas a hotel
roomwith wirelessaccessTestset3, ontheotherhand,
represents morecongesteavirelessnetwork, suchasa
network locatedin a coffee shopor airport.

5.3 Fingerprinting Accuracy

The accurag of our techniquein correctly identifying
thewirelessdriver operatinga NIC for thethreetestsce-
nariosis shovn in Table2. Theseresultsusethefull half
hour of datapoints. Laterin this section,we will ex-
ploretheeffectsof usinglessdatapointsontheaccurag
of our technique.The resultsalsodiffered basedon lo-
cation. As expected,our techniqueis the mostaccurate
for testset1 (originally taken from the large signature
traces)at 96%. The secondmostaccuratetestsetwas
testset2 (with only a singlewall andno other802.11
trafc) at84%,andthelastlocationhada77%identi ca-
tion accuray. Theseresultsindicatethatdifferentenvi-
ronmentsaffecttheaccurag of ourtechnique However,
ourtechniquaemaingeliablein all thetheervironments
in which we tested.

Figure4 demonstratethat our techniqueis perfectly
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Figure 5: Empirical bin width tuning. Shows that 0.8
secondwide bins generatethe highestaccurag (96%)
for testset1.

accurateat ngerprinting nine of the wirelessdrivers
and over 60% successfuht identifying the other eight
drivers. Theaccurag of our methodatidentifying a par

ticular driver is largely dependenbn how dissimilarthe
driver'ssignature(sgrefrom othersignaturesn themas-
ter signaturedatabaself the correctsignatures similar
to anotheiin thedatabasejoisesuchasbackgroundraf-

¢ mayleadto ourtechniquencorrectly ngerprinting a
wirelessdriver. Theseresultsshav thatthe majority of
wirelessdriversdo have a distinctsignature.lt is impor-

tantto notethat even with driversthat have lessunique

ngerprints, we still correctly identify the driver for a
majority of thetestcases.

It is alsorelevantto notethatin casesvherethetech-
nigue cannotuniquely identify a driver, it was ableto
narrav the possibilitiesdown to thosedriversthat have
similar signatures.Thoughnot supportedn the current
implementatiorof ourtechniqueijt is concevableto list
the signaturesn the mastersignaturedatabasehat are
closeto theunidenti ed obseredsignature.

5.4 Empirical Bin Width Tuning

The bin width for signaturesvasempirically optimized
during our experimentatioron testset1 by varying the
size in testing and selectingan optimal width based
on ngerprinting accurag. This optimizationbegan by

startingwith a bin width of 0.1 secondsandincremen-
tally increasinghe bin width by 0.1 secondsupto a bin

width of 5.0secondsFigure5 revealsthatabin width of

0.8 secondgproducedhe highestaccurag (96%)in test
setl, andthus,wasthebin width usedfor therestof our

experiments.

5.5 Time Requiredto Fingerprint Driver

To addres®urtechniquesef ciency, weinvestigatedthe
dataand time thresholdsrequiredto accurately nger-
print a driver. ldeally, a ngerprinter would be ableto
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Figure6: Effectsof tracedurationon ngerprinting ac-
curag.

identify a wirelessdriver in real time after only a small
trafc trace. We measuredhe ngerprinting accurag
of our methodin eachtestscenariowith one minute of
collecteddataandincreasedhe amountof datain one
minuteincrementauntil the full thirty minutetracefrom
eachsettingwasused.Figure6illustratesheaccurag of
ourtechniquen eachof thethreetestcasesorrespond-
ing to theamountof tracedatausedfor ngerprinting.
Sincethe rateof proberequestramesis differentfor
mostwirelessdrivers,it is dif cult to estimatehow mary
proberequestrameswill berecordedduringoneminute
of obsenation,thoughfor statisticalinteresttheaverage
numberof probesdetectedduring one minute of obser
vationwas10.79acrossall of ourtestingscenariosThe
accurag of our techniques atleast60%in eachof the
threetestcasesafter only one minute of trafc. These
resultsshav thatour methodsuccessfullycorvergesrel-
atively faston the correctwirelessdriver andneedsonly
asmallamountof communicatiortrafc to do so.

6 Limitations

In the courseof our evaluation,we discovereda few lim-
itationsof our ngerprinting technique We discusghese
in detailbelow.

6.1 Driver Versions

One of the original questionswe posedconcernedhe
resolutionof our technique. We have shavn that our
techniques capableof distinguishingbetweendifferent
driversthe vastmajority of the time. We arealsointer
estedn whetherourmethodcandistinguishbetweertwo
differentversionsof the samewirelessdriver. A num-
berof wirelesscardmanufctureshave releasechew ver
sionsof their wirelessdriversto supportnew features.
We testedour ngerprinting technigueon six wireless
drivers,with multiple driver versionsavailableto deter
mineif it waspossibleto distinguishbetweendifferent



versionsof the samewirelessdriver. Our techniquewas
unsuccessfuh distinguishingoetweerdifferentversions
of thesamedriver. Thisis alimitation of our ngerprint-

ing techniquesincea new versionof adriver mightpatch
previous securityvulnerabilitiesin the driver. However,

evenwithouttheability to distinguishbetweenversions,
our ngerprints greatly reducethe numberof potential
wirelessdriversthatatargetsystemis running.

6.2 Hardware Abstraction Layer

Another unexpectedlimitation was found whentesting
the MadW driver for Linux. This driver works with

mostwirelesscardscontainingthe Atheroschipsetbe-
causeof the inclusionof a Hardware AbstractionLayer
(HAL). This createsa more homogeneouglriver en-
vironmentsince a majority of wirelesscardscurrently
availableusethe Atheroschipset. The sideeffectis that
the lack of driver diversity reduceghe appealof nger-

printing wirelessdrivers. However, one dravback of a
single (or relatively smallnumberof) hardwareabstrac-
tion layer(s)is thatit magni esary securityvulnerability
identi ed.

7 Preventing Fingerprinting

Several methodscan be usedto prevent our technique
from successfullyngerprinting drivers. Thesemethods
includecon gurableprobing,standardizatiorautomatic
generatiorof noise,driver codemodi cation, MAC ad-
dressmasqueradinganddriver vulnerability patching.

7.1 Con gurable Probing

Onesolutionto prevent our ngerprinting techniqueis
for device driversto provide the optionto explicitly dis-
ableor enableproberequestrames. It makessensedor
this to be a con gurable option not only to prevent n-
gerprintingbut alsoto consere power and bandwidth.
Proberequestframesare usedto nd networks match-
ing the availabledatarateson the client device [7]. The
SSID of the desirednetwork canbe speci ed or canbe
setto the broadcastSSID when probing for ary avail-
able networks. By default, accesgoints transmitbea-
con frames, which announcethe accesspoint's pres-
enceand somecon guration informatiorf. Thus, pas-
sively listening for beacondi.e., turning off probere-
guestframes)could be an effective methodof discorer
ing accesgoints. Anothersolutionwould beto con g-
urewirelessdevice drivers,by default, to passiely listen
for beaconsand only sendproberequestdor available
networkswhenmanuallytriggeredby the user

7.2 Standardization

An effective, but potentiallydif cult to implementsolu-
tion for preventingdriver ngerprinting is to specifythe
rate at which proberequestframesare transmittedin a

future IEEE standardor the802.11MAC. Anotherstep
towardsstandardizatiorould resultif a corporatebody

or opensourceconsortiumwasformedto developastan-

dardagreeduponby all driver manufctureslf all driver

manufcturesadheredo sucha standardthe described
ngerprinting methodwould be rendereduseless.Un-
fortunately thereare mary obstaclegpreventingsucha

standardthe majorfactorbeingthatsomedevice manu-
facturerswill notwantto designdevicesthatexpendthe

power or bandwidthnecessario transmitproberequests
at a standardate. Dueto this reasoralone,it is doubt-
ful thattherewill beary standardizatioagreediponand
followedby everydrivermanufctureconcerningherate

of proberequesframetransmission.

7.3 Automated Noise

Another stratgy to prevent wirelessdriver ngerprint-

ing is to generatenoisein the form of cover probere-

questframes. Cover traf ¢ disguisesa driver by mask-
ing the driver's true rate of proberequesttransmission.
Dueto the factthat our techniqueusesstatisticalmeth-
odsto lter outnoise,thecovertrafc would needto be

sufciently randomand transmitenoughcover to con-

fuseour technique.A limitation of this approachs that
the cover proberequesframeswastebandwidththe de-

vice would otherwiseuse for wirelesstrafc, and for

deviceswith limited power supplies transmittingcover

traf ¢ wouldreducebatterylife signi cantly. Also, given

enoughobsenationdata,the ngerprinter mightbe able
to Iter away the noiseandsuccessfullyngerprint the

driver. Generatingnoiseis a dif cult problemasmary

datamining algorithmshave beenshowvn to be effec-

tivein Itering outsuchnoiseandrecoveringtheoriginal

data[12, 13, 14].

7.4 Driver CodeModi cation

For opensourcedriverssuchasthe Madwi drivers,the
driver codecouldbemodi ed to changeghetransmission
rateof proberequesframes. This alterationwould fool
our ngerprinting technique.However, this is only pos-
siblefor opensourcedriversandwould requirea skilled
programmeto alterthe driver code. This would not be
possiblefor mary windows drivers, since mostdo not
provide sourcecode.

7.5 MAC AddressMasquerading

Earlier, we madethe assumptiorof a one-to-onemap-
ping of MAC addresse® wirelessdevices.Onemethod
to preventdriver ngerprinting is to changethe device's
MAC addresgo matchthe MAC addressf anotherde-
vice within transmissiorrange. This would fool our n-

gerprintingtechniqueinto believing proberequestgrom

two different wirelessdrivers are originating from the
samewirelessdriver. Therearea numberof problems



with this solution. First, the wirelessdevice mustmake
certainthatthe ngerprinteris within transmissiomange
of both wirelessdevices. If the ngerprinter only ob-
senes probe requestframesfrom one of the two de-
vices, it will not be deceved. Also, sinceour method
usesstatisticamethodgo Iter noisethewirelessdevice
needgo make certainthattheotherdeviceis transmitting
enoughproberequesframesto maskits signature.

7.6 Driver Patching

While driver patchingis not a full solution,we feel the

creationof well thought out driver patchingschemes
would improve the overall securityof device driversas

new driver exploits are found. Currentresearchs be-

ing conductedo improve the procesof patchingsecu-
rity vulnerabilities[15, 16]. The device driver commu-

nity shouldleveragethis researclto createmorerobust

patchingmethodsandimprove theoveralllevel of driver

security

8 RelatedWork

Varioustechniquedfor systemand device level nger-
printing have beenusedfor both legitimate uses,such
as forensicsand intrusion detection,as well as mali-
cioususes,suchasattackreconnaissancanduserpro-
ling. The mostcommontechniquegake adwvantageof
explicit contentdifferencedetweersystemandapplica-
tion responsesNmap[17], pOf [18], and Xprobe [19]
areall opensource widely distributedtoolsthatcanre-
motely ngerprint an operatingsystemby identifying
uniqueresponsefrom the TCP/IPnetworking stack.As
the TCP/IPstackis tightly coupledto the operatingsys-
temkernel,thesetools matchthe contentof machinere-
sponses$o adatabasef OSspeci ¢ responssignatures.
NmapandXprobeactively querythetametsystemnto in-
voke thesepotentiallyidentifying responsesln addition
to this active probing, pOf can passvely ngerprint an
operatingsystemby monitoring network trafc from a
target machineto somethird party and matchingchar
acteristicsof thattrafc to a signaturedatabase.Data
link layer contentmatchingcanalsobe usedto identify
wirelessLAN discovery applications[20], which canbe
usefulfor wirelessintrusiondetection.

While datagrantontentidenti cation methodsarear
guably the most simple, they are also limited to situa-
tions wheredatagrancharacteristicare uniquelyiden-
ti able acrosssystemsaswell asaccessibldo an out-
side party Exceptfor a few uniqueinstances802.11
MAC-layerframeformattingandcontentis generallyin-
distinguishableacrosswirelessdevices; becausef this,
more sophisticatednethodsare often required. In [21],
the authorspresenta techniqueto identify network de-

vicesbasedn theiruniqueanalogsignalcharacteristics.

This ngerprinting techniqués basednthepremisethat

subtledifferencesn manufcturingand hardware com-
ponentscreateuniquesignalingcharacteristicen digital
devices.While theresultsof analogsignal ngerprinting
aresigni cant, this methodrequiresexpensve hardware
suchasan analogto digital corverter IEEE 488 inter
facecard,anddigital samplingoscilloscope.Also, it is
not clear from their analysisof wired Ethernetdevices
whetherthis methodwould be feasiblein a typical wire-
lessnetwork settingwherenoisefrom boththe environ-
mentandotherdevicesis a morepressingconsideration.

A device's clock skew is alsoa targetfor ngerprint-
ing. A techniquepresentedn [22] usesslightdrifts in a
device's TCP option clock to identify a network device
over the Internetvia its uniqueclock skew. Whereasour
technique ngerprints which driver a wirelessdevice is
running,time skew ngerprinting is usedto identify dis-
tinct devicesonthelnternet.Concerningsecurity unique
device ngerprinting is oftennot asusefulasdriver and
othertypesof software ngerprinting. As opposedto
contentbasedngerprinting, bothanalogsignalandtime
skew ngerprinting exploit characteristicef the under
lying systemhardware, making thesetechniqueamuch
moredif cult to spoof.

Identi cation via statisticaltiming analysisn thecon-
text of communicatiorpatternsaanddatacontenthasbeen
especiallystudiedin the areaof privacy enhancingech-
nologies. While network securitymechanismsuchas
encryptionareoftenutilized to protectuserprivagy, traf-

¢ analysisof encryptedtrafc has proven successful
in linking communicationinitiators and recipientspar
ticipating in anorymous networking systems[23, 24].
Trafc analysishasalsobeenappliedto Web page n-
gerprinting. In [25], the authorsdemonstratea tech-
nique that characterizeshe interarrival time and data-
gramsizesof webrequestgor certainpopularwebsites.
Usingthesewebpagecharacterizationgnecanidentify
which sitesuserson wirelessLANs arevisiting despite
theseusersbrowsing the Internetvia encryptedHTTP
trafc streams.

The techniquedescribedabore sene asonly a sur
vey of existing ngerprinting techniguesfor systems,
devices, and even static content. The approachevary
from exploiting contentanomaliesin the TCP/IP stack
to characterizingime-baseaystembehaior at boththe
physical and software layers of a system. While the
approachewary, thesecontritutions bring to light the
true feasibility of ngerprinting via avenuesotherwise
assumedo be uniformly implementedacrossystems.

9 Conclusion

We designed,mplemented,and evaluateda technique
for passive wireless device driver ngerprinting that
exploits the fact that most IEEE 802.11a/b/gwireless
drivershave implementediifferentactive scanningalgo-



rithms. We evaluatedour techniqueand demonstrated
that it is capableof accuratelyidentifying the wire-
lessdriver usedby 802.11wirelessdeviceswithout spe-
cialized equipmentandin realistic network conditions.
Throughan extensve evaluationincluding 17 wireless
drivers,we demonstratethat our methodis effective in
ngerprinting awide varietyof wirelessdriverscurrently
onthemarlet. Finally, we discussedvaysto prevent n-
gerprintingthatwe hopewill aid in improving the secu-
rity of wirelesscommunicatiorfor devicesthatemploy
802.11networking.
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Appendix A

This appendixincludesthe entire mastersignaturedatabasérom our
evaluationsection.It is organizedwith the nameof thewirelessdriver,
if the driver was associatedassoc)or unassociategunassoc)andif
Windows (win) was con guring the wirelessdevice, or a standalone
program(native). The valuesafterthe driver nameand con guration
areasetof tuplesorderedasfollows: (Bin Value,PercentageBin Mean
Value).

cisco-abg-assoc-nate (0.8,0.101,0.677)(1.6,0.108,1.450)
(2.4,0.168,2.377)(3.2,0.021,2.928)(4,0.024,3.798)
(4.8,0.028,4.691)(5.6,0.048,5.536)(6.4,0.034,6.303)
(7.2,0.080,7.132)(8,0.032,7.830)(8.8,0.017,8.473)
(9.6,0.044,9.607)(53.6,0.288,53.399)

cisco-abg-unassoc-nate (0,0.514,0.048)(0.8,0.285,0.749)
(1.6,0.037,1.656)(2.4,0.028,2.373)(3.2,0.067,3.264)
(4.8,0.041,4.981)(5.6,0.025,5.521)

cisco-abg-unassoc-win(0,0.466,0.072)(0.8,0.126,0.720)
(1.6,0.115,1.479)(2.4,0.056,2.345)(3.2,0.040,3.089)
(4,0.025,3.843)(4.8,0.020,4.592)(5.6,0.019,5.415)
(6.4,0.012,6.129)(8.8,0.013,8.554)(49.6,0.063,49.639)
(50.4,0.026,50.146)

dwl-ag530-assoc-natie (0,0.420,0.032)(0.8,0.108,0.590)
(1.6,0.043,1.358)(2.4,0.011,2.067)(4.8,0.113,4.470)
(5.6,0.060,5.477)(6.4,0.039,6.192)(7.2,0.030,7.206)
(8,0.011,7.630)(12,0.010,11.829)(51.2,0.144,50.995)

dwl-ag530-unassoc-natie (0,0.544,0.034)(0.8,0.052,0.597)
(1.6,0.198,1.670)(6.4,0.053,6.659)(7.2,0.129,7.248)
(8,0.012,7.806)

dwl-ag650-assoc-win(0,0.392,0.008)(0.8,0.231,0.549)
(1.6,0.049,1.481)(2.4,0.030,2.416)(3.2,0.045,3.250)
(4,0.067,4.092)(4.8,0.021,4.687)(58.4,0.164,58.198)

dwl-ag650-unassoc-win(0,0.606,0.084)(0.8,0.233,0.621)
(1.6,0.090,1.689)(2.4,0.068,2.322)

dwl-g520-unassoc-natie (0,0.533,0.054)(0.8,0.246,0.674)
(1.6,0.072,1.541)(2.4,0.035,2.539)(3.2,0.079,2.989)
(4,0.026,3.706)

dwl-g520-unassoc-win (0,0.527,0.055)(0.8,0.236,0.666)
(1.6,0.134,1.523)(2.4,0.039,2.401)(3.2,0.044,3.109)
(4,0.015,3.791)

engenuis-unassoc-win(0,0.193,0.059)(0.8,0.104,1.188)
(1.6,0.609,1.271)(2.4,0.082,2.529)(4,0.011,3.814)

intel2100-assoc-win (0,0.766,0.019)(63.2,0.234,62.949)
intel2100-unassoc-win (0,0.927,0.055)(30.4,0.073,30.132)

intel-2200-assoc-natie (0,0.591,0.107)(0.8,0.071,0.955)
(1.6,0.079,1.495)(2.4,0.107,2.182)(120,0.050,120.254)
(120.8,0.091,120.698)

intel-2200-unassoc-natie (0,0.659,0.078)(0.8,0.015,0.882)
(32.8,0.031,33.063)(34.4,0.139,34.7655.2,0.142,34.853)

intel-2915-assoc-natie (0,0.659,0.080)(0.8,0.032,0.938)
(1.6,0.037,1.426)(118.4,0.171,118.155)9.2,0.076,119.193)

intel-2915-unassoc-natie (0,0.668,0.083)(32.8,0.331,32.868)

linksys-pci-unassoc-win (0,0.348,0.165)(0.8,0.273,0.923)
(1.6,0.032,1.262)(61.6,0.262,61.787)
(62.4,0.027,62.270)(63.2,0.054,62.953)

madwi -unassoc (72.8,0.881,72.988)(133.6,0.119,133.978)

netgearassoc-win (0,0.423,0.001)(0.8,0.203,0.611)
(1.6,0.038,1.552)(2.4,0.058,2.240)(3.2,0.037,3.206)
(4,0.016,4.006)(4.8,0.060,4.731)(5.6,0.010,5.505)
(57.6,0.149,57.498)

netgearunassoc-win (0,0.560,0.061)(0.8,0.135,0.652)
(1.6,0.077,1.532)(2.4,0.018,2.340)(3.2,0.023,3.125)
(4,0.106,4.035)(4.8,0.071,4.566)

osx-airportb-unassoc (0,0.639,0.022)(10.4,0.361,10.295)

proxim-assoc-natve (0,0.035,0.396)(0.8,0.377,0.585)
(1.6,0.133,1.376)(2.4,0.016,2.078)(4.8,0.168,4.523)
(5.6,0.035,5.535)(55.2,0.087,55.400)(56,0.024,56.017)
(56.8,0.084,56.836)(57.6,0.022,57.435)

proxim-assoc-win (0,0.039,0.385)(0.8,0.329,0.585)
(1.6,0.118,1.385)(2.4,0.020,2.055)(4.8,0.089,4.681)
(5.6,0.089,5.500)(6.4,0.032,6.242)(7.2,0.013,7.167)
(565.2,0.122,55.402)(56,0.036,56.037)
(56.8,0.068,56.773)(57.6,0.012,57.466)

proxim-unassoc-win (0,0.540,0.052)(0.8,0.229,0.660)
(1.6,0.090,1.555)(2.4,0.012,2.328)(4.8,0.055,5.011)
(6.4,0.040,6.479)

smc-2532w-assoc-nate (0,0.619,0.140)(0.8,0.028,0.477)
(1.6,0.013,1.812)(60.8,0.013,60.907)(62.4,0.183,62.595)
(63.2,0.118,62.899)

smc-2532w-unassoc-win(0,0.065,0.140)(0.8,0.047,0.727)
(1.6,0.880,1.681)

smc-2632w-unassoc-nate (0,0.511,0.083)(10.4,0.470,10.555)

smc-wpci-assoc-natie (0,0.461,0.001)(0.8,0.117,0.588)
(1.6,0.139,1.678)(2.4,0.020,2.185)(4,0.021,3.915)
(4.8,0.093,5.028)(56,0.127,55.708)

smc-wpci-unassoc-natie (0,0.563,0.038)(0.8,0.144,0.689)
(1.6,0.014,1.790)(4,0.093,3.857)(4.8,0.079,4.952)
(5.6,0.057,5.935)(6.4,0.026,6.178)

wpc54g-assoc-win(0,0.633,0.038)(0.8,0.114,0.437)
(62.4,0.148,62.550)(63.2,0.105,62.981)

wpc54g-unassoc-natie (0,0.623,0.054)(0.8,0.151,0.633)
(62.4,0.172,62.299)(63.2,0.055,62.960)
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71t is importantto notethatsomeattaclerswill sniff the MAC ad-
dresse®f otheruserson awirelessnetwork to useastheir own, giving
themthe ability to steala connectionor hide their maliciousactions.
Althoughwe acknavledgethatthis scenariovould bring aboutdupli-
cateMAC addressesnanetwork, we believeit is farfrom thecommon
casein mostnetwork settings.

8This s in contrastto disablingthe SSID broadcasfunction. Dis-
ablingSSIDbroadcassimply forcesanAP to senda stringof spacesr
anull stringin theSSID eld of thebeacorframe.Kismet[26] reports
thisSSIDas<no ssid> .
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